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XssFilter
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XssFilter

- : : o Validates Standard
Library Java/PHP Version License White List Attributes XSS Safe Safe
Stripy DN L L A4 /1 1 \ Al Al l\l\
SHP OWASP AntiSamy vs XssFilter
Fi
e &4 2 overridingO| 7ts¢et 4& O A[H
J ¢ Maltormed HTMLE d=2| BIHEI0] 5:01=% 4+ U= Markup Parser A&
il 7| &t&0| 7t=¢St Element Listener A|-&
e AN
el * €S |
HTN—
BUrifiar PP~ T &1 CGPL Y5 YES YES YES
OWASP
AntiSamy JAVA 1.4.1 BSD Yes Yes Yes Yes
XssFilter JAVA 1.1.1 Apache? Yes Yes Yes Yes

OWASP : Open Web Application Security Project (http://www.owasp.org/index.php/Main_Page)
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XssFilter

/] XSS MHIAU ("lucy-xss.xml") S 20| S0 QAEHAZ AIMSBICH

String clean = filter.doFilter(String dirty);
Or

String cleanAttValue
= filter.doFilter(String tagName, String attName, String dirtyAttValue);
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USF Sample

<7xmlver5|on=10encod|ng=utf87> .....................................................................................................................................................................................................
<pcfg-run id="main" default="init" 27|0+Z2| >

{action id="sayHello">
{resultd
{success)
{page type="template">
{property name="src">/WEB-INF/templates/example/method/result.ftl
{/property>
{/page>
{/success)
{failure)
{page type="template">/WEB-INF/templates/fail ftI{/page>
{/failure)
{fresult)

{services)
<{bo id="usf-example-bo/com.nhncorp.usf.example.MethodBO")>
{method id="sayHello" return-id="result">
{/method)
{/bo)

<{bo id="usf-example-bo/com.nhncorp.usf.example.MethodBO")>
{method id="sayGoodbye" return-id="goodbye-result")
{/method)

{/bo)

{/services)
{/action)

{/pcfg-rund
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DEMO
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Thank you and Enjoy.




