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1.2 For WHAT?
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1.3 How? => L7 Reverse Proxy

Clients Load balancer
( @ h / ; AnVCast (RHI)
<z IP-hash-based Balance

\ GSLB ) \ Stateless
Seamless
Internet
ht l’p/https o o H A rOX
nFront Platform H E fro}rj]teng
2 2

to distinguish protocol

0o
o)
a backend
o - Service A Service B Service C to distribute by service

backend(http) backend(http) backend(http)

O rl g I n Web Servers

) Service A Service B Service C
Service
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1.3 Why? HAproxy?

Oms Latency; 0% Loss

Latency

B No Sidecar
Proxy?2} £IIE|0{ = 71 M2 latency W HAProy
075 B Envoy HTTP/1 (single-sidecar)
B Envoy HTTP/1 (double-sidecar)
'E‘ B Envoy HTTP/2
. . ';; 0.50 @ Envoy HTTP/2 w/TLS
Support SSL Termination
Multi bundle AF20]| | X2}
0.00

Latency Mean Latency p50 Latency p95 Latency p99

Z e ro - D OW n t I m e https://www.twilio.com/blog/2017/10/http2-issues.html
Seamless reload
Runtime api

Monitoring statistics
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1.4 Benefits?
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1.5 SSL Termination Xk A| 9|l

White list SNI ( Server Name Indication) O] X|&?

N IP =7}/SAN( Subject Alternative Name) 2R
Proxy IPOl| CHSF White list &7 2 &

Client IP
EX Header 22 S¢t Client IP gt HQ

If proto http?
http to httpsl!

HTTPS redirect

HTTP -> HTTPS redirect A| loop 24 9]
EX 3|0 proto ME Q] MEFTQ
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2. SSL/TLS Tuning
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2.1 SSL Performance Impacts

Hardware
- CPU
- NIC High
Availabilit Throughput
Protocol version Y

- HTTP/1.1 < http/2 < HTTP/3 (QUIC)
- TLS1.2<TLS 1.3

Network status Re“ab'“ty
- Latency and RTT
-  Bandwidth

- QoS

TLS overhead

- Asymmetric key size
- symmetric algorithm
- Session resumption
- OCSP stapling
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2.2 Hardware Tuning

Network / Facility BIOS
- GSLB/CDN - Disable C/P-state
- Anycast L4 ( Source Hash ) - Disable HT for Core Affinity
- Global Edge
- ISP line locate NIC
- Fiber NIC ( 20G or more )
CPU - Ring Buffer ( ethtool )
- Core pinning ( affinity ) - Offloading ( ethtool )

- Numa slot (irqg)



2.3 Network IRQ Affinity
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—> BN CQOIN-IV=E:{0 —> CPU #0 Core 1 Core8  Core9 Core 1 Core8  Core9
g : NIC queue0i| core &t
Y md RX Queue #1 o CPU #1
4 -
B Socket 1 Socket 1 numa nOdeOl" DI-I_ Core OEI-%I- ]IEIIR
1 m=mmm -
Ethernet D e - | -
Z thl eth2 eth3 eth2 eth3
—> INQONEIEA N —> CPU #N || | | | Numa node x_"q
https://singhblogging.wordpress.com/2017/02/10/crash-course-to-multi-queue-nics/ Fiaure 12 Good Fiqure 13 RX OK o
IRQbalance OFF _ # cat /sys/class/net/eth?/device/local_cpulist
= o re Core 9 Core 0 Core 9
5 - # Istopo (hwloc &X| LQ )
E ZEE ) Socket 1 l Socket 1
o f 2 3 ta o| [ems| | eth Lhe.\ eth? ‘ | eths | A—I x.l
e = Irgbalance stop & affinity 2
alance
o 2 Figure 14 TX OK Figure 15 Bad
= ‘ # systemctl stop Irgbalance
= Throughput and Memory Bandwidth . .
= ) bidirectional e # set_irg_affinity {core} eth?
% * o Ex ) echo ‘core bit" > /proc/ira/$IRQ/smp_affinity
E % 5000
w1 2 o 3 a Ezo | moo% .
Manual IRQ Assignment (SMP affinity) 3;15 | 3ODD'E:IN:twor: TunnEI Interface
100 . 8 © Throughput
— a0 = £ m Memory
&, ao = E‘ Bandwidth .
£ fo Single Queuez= Core =Hl {2{=
s . - )
. 5 Me'm:‘::zm., .  RPSEMultiCore X|3 £
g jz ol /Euerythlngthroughcache
° " = . ” | “ Configuration - Good | # echo ‘ffffff’ > /sys/class/net/tunl0/queues/rx—0/rps_cpus
Time Figure 16

https://www.researchgate.net/figure/lllustration-of-CPU-Core-Utilization-with-different-kinds-of-Interrupt-Handling_fig3_253241645 http://docplaver net/5271505-Network-function-virtualization-virtualized-bras-with-linux-and-intel-



http://docplayer.net/5271505-Network-function-virtualization-virtualized-bras-with-linux-and-intel-architecture.html
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# packet drop check # accept queue full
Increase .
. fs file-max # ethtool —s eth? # nstat —az|grep —i listen
* net.ipv4.tcp_max_syn_backlog # cat /proc/net/softnet_stat TcpExtListenOverflows  xx

* net.core.netdev_max_backlog

* net.core.somaxconn

. net.core.{r,w}mem_max # listen backlog ( G &£ Z10| 7|& )
« net.ipv4.tcp_{r,w}mem

* net.ipv4.ip_local_port_range

* net.ipv4.tcp_max_tw_buckets Application: backlog 70000
 net.netfilter.nf_conntrack_max ( or disable)

TcpExtListenDrops xx

net.core.somaxconn = 65534

Reduce (default 5) # SS —nlp sport = 443

* net.ipv4.tcp_syn_retries

. net.ipv4.tcp_synack_retries Netid State Recv-Q |Send-Q Local Address:Port

tcp LISTEN Y 65534 *:443
users:(("haproxy" ,p1d=51630,fd=9))

Enable

* net.ipv4.tcp_syncookies

* net.ipv4.tcp_tw_reuse H tc info

net.ipv4.tcp_timestamps # 1CP

* net.ipv4.tcp_window_scaling : :
# SS —I Oor # Ip

ETC
* net.ipv4.tcp_congestion_control = bbr

tcp ESTAR 2 2 : 26560
bbr wscale:7,11 rto:109 rtt:8.194/8.893 al0:40 mss:1428 rcvmss:530 advmss:1448 cwnd:4035 bytes_acked: 300264431 bytes_receive

ata_segs_out:388114 datu_segs_in:905873 bbr:(bw:439.4Mbps,mrtt:2.336,pacing_gain:2.88672,cwnd_gain:2.88672) send 5625.6Mbps lastsnd:1
2147 .9Mbps delivery_rate 439.4Mbps app_limited busy:2218240ms retrans:0/69847 rcv_rtt:436931 rcv_space:43051 minrtt:0.124
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2.5 Hybrid Certificate & Asymmetric Ke
[
Clients
IypeofSignatute___ pi eGSR Certifcate ‘gﬁ:ﬁ‘::; Certificate  Total Time for
, , Key  Size Size , Transmission ~ Authentication
o Algorithm  Key Size/Curve Computational :

Internet A \ Certification 1) (Bytes) (Bytes)  (Bytes) Time (ms) Time (ms) (ms)

_ | ECDSA 1024 91 660 847 7 61 131

/ Z?'O 2 _ for Performance 2048 1675 1013 1200 9 84 174

NFront Platform.=F o RSA 3072 2455 1338 1545 9 9.0 18

2 Certification 2) 7680 5977 2918 3105 10 134 234

15,360 11823 3518 5709 12 169 289

RSA sep2drl 28 50 700 7 51 12.

- for Legacy environments secp521rl 86 737 904 9 6.4 154

= |_primE192vI 270 305 668 8 5.0 13

= Certification 3) ECDSA prime256v]1 302 542 696 7 50 13

ECDSA brainpoolP384r1 367 627 778 8 52 13.2

brainpool512r1 436 725 875 9 6.2 15.2

for backup brainpoolP384tl 37 639 794 3 6. 14

brainpool512t1 436 729 887 9 6.2 15.2

httos://itwiki.kr/w/%ED%83%80%EC%IB%I0_%EA%BI%A1 %EC%B4%A0_%EC%I5%I4%ED%I8%B8

52 M2 S ECDSA


https://itwiki.kr/w/%ED%83%80%EC%9B%90_%EA%B3%A1%EC%84%A0_%EC%95%94%ED%98%B8
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2.6 Symmetric Algorithm

Hg8/8s 1

- TLS 1.2
TLS_ECDHE_ECDSA_WITH_AES_128_GCM_SHA256

TLS_ECDHE_ECDSA_WITH_AES_256_GCM_SHA384 ots ot 13| (CHA!I3)
TLS_ECDHE_ECDSA_WITH_CHACHA20_POLY1305_SHA256
TLS_ECDHE_RSA_WITH_AES_128_GCM_SHA256 AES_GCM. CHACHAZ20

TLS ECDHE _RSA WITH_AES 256 GCM_SHA384
TLS ECDHE _RSA WITH CHACHA20 POLY1305 SHA256
(Oxcca8)

--TLS 1.3
TLS_AES_128_GCM_SHA256
TLS_AES_256_GCM_SHA384
TLS_CHACHA20_POLY1305_SHA256



2.7 TLS Session Resumption

TLS resumption

Abbreviated TLS Handshake ( for Latency )

Session ID

Session Ticket

[ SYN
ACK
| ClientHello

[ ClientKeyExchange |
ChangeCipherSpec
Finished

.

https://hpbn.co/transport—lay(;—security—tls/

, Application Data |

Sen

der Rece

\
SYN ACK ] \
/
Y )
ServerHello
8AMS feereeerreerianinniinininnininiieniieieieninneien. —’ .......... (e rUﬁcate
| ServerHelloDone
........... e ——————————i 112 ms >
140ms ............................................................... ::-’-. .......... C hangeqlpherspec |
Finished |
........... ‘—_ 168 ms )
196 ms .................................................-.:.:..-.:..-..-.::—._.:’.‘._ ...[ Appllcatlon Data ]
ﬂ-..':.-..-:.':....l:.-..-:.-.. .............................................. 224m5
v

iver

Swog -ddL

swell-SiL

350

300

250

ke time [ms]

Nnq

S hands

Il

2019-10-14 02:00

2019-10-14 14:00

2019-10-15 02:00

201%-10-15 14:00

2019-10-16 02:00

2019-10-16 14:00
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https://WV\aw.haproxy.com/user—spotlight—series/scaling-tEe—ed_g&how—booking-com—powers—a—gIobal—application—delivery—network—with—
er eceiver

hapro

ACK
ClientHello

\.

[ ChangeCipherSpec |
Finished

, Application Data |

28 MS Frormerrrr s s s s s s e
........... t._.: T DT PP P IR  ETTPT TR T PIYEPETPITERTTETEITETTETEE IY N1 1
\’ ServerHello
AT G e e e S S S s seE s e menmesem: ChangeCipherSpec
/ Finished
................................................................................ 112 ms
140 ms ..----—-:_:?- .......... ( App“catmn Data |
.4..-..-..-..-.:.-..-..-. ................................................... 168 ms
v v

New Connection: 4 RTT

0ms

......... [ swax ]}

\ J
——

SWog -S1L  sw9s -4ddl

Resumed Connection: 3 RTT



2.8 Use TLS ver 1.3

» TLS handshake ( Key_share )

TLS handshake latency

@ TLSv1.3 @TLSvI.2 @TLSv1.1 @TLSvI

|

1,500

1,000

TLS handshake time [ms]
g

t =

P >

2019-10-14 02:00 2019-10-14 14:00 2019-10-15 02:00 2019-10-15 14:00

https://www.haproxy.com/user-spotlight-series/scaling-the-edge-how-booking-com-powers-a-global-application-delivery-network-with-haproxy/

anral _.J..-»

TLS 1.2

N

Client Hello

Server Hello,
Ask for Certificate

3

Client Key Exchange,
Choose Cipher Spec

€

Change Cipher Spec,
Finished

HTTP Get,
Finished

¢ &

HTTP Response

https://medium.com/@vanrijn/what-is-new-with-tls-1-3-e991df2caaac
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New TLS 1.3

5

Client Hello,

Key Share

€

Server Hello, Key Share,
Verify Certificate, Finished

HTTP Get,
Finished

€

0—-RTT ( early data ) :

€

HTTP Response

Faster & More Secure.

New Connection: 3 RTT
Resumed Connection: 3 RTT

2 RTT ( HQH F

oF
e]

)



Use OCSP Stapling

Browser requests

D access to a secure SSL site

ey  Strver staples cached OCSP
response

OCSP Stapling

AR AR
OCSP Responder
Zzzmm Sever [ eee] P

https://rsec.kr/?p=386

Reduce Redirect ( http -> https)

« Use HSTS( HTTP Strict Transport Security)
« Use permanent redirect ( 301, 307)

CONNECTED(00000003)
OCSP response:

OCSP Response Data:

OCSP Response Status: successful (0x0)

Response Type: Basic OCSP Response

Version: 1 (0x0)

Responder Id: QABC0829178CA5396D7AQECE33C72EB3EDFBC37A

Produced At: Oct 5 00:54:49 2021 GMT

Responses:

Certificate ID:
Hash Algorithm: shal
Issuer Name Hash: ZB1D1E98CCF37604D6C1C8BD15A224(C804130038
Issuer Key Hash: OABC0829178CA5396D7AQECE33C72EB3EDFBC37A
Serial Number: QCDB20B(C68647CE0902332460342B84A

Cert Status: good

This Update: Oct 5 00:39:03 2021 GMT

Next Update: Oct 11 23:54:03 2021 GMT

Signature Algorithm: ecdsa-with-SHA384

$ openssl s_client —connect xxx:443 —status

Optimize chain and certificate

Remove Root CA key

Reduce SAN (use wildcard)

Summary
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Certificate

Protocol Support

Key Exchange

Cipher Strength

Visit our documentation page for more information, configuration guides, and books. Known issues are documented here.

Experimental: This server supports TLS 1.3 (draft 18).

HTTP Strict Transport Security (HSTS) with long duration deployed on this server. MORE INFO »

DNS Certification Authority Authorization (CAA) Policy found for this domain. MORE INFO »

https://ssllabs.com check

Cert Life cycle

1

Less than 1 year

New key when renew



CPU affinity ( taskset )
Net irqg 27 ofX| &2 Socket?| Core & R

cpu-map auto:1/15-22 12 13 14 15 16 17 18 19

cpu-map auto:1/1-14 2 3 45 6 78 9 10 11 20 21 22 23

Connection reuse
BackendA{tH2} connection pooling AFE
Client Keep-Alive

CDN AlE2| Static I Cache

Listen Backlog 278

Max connection
frontend / backend

set-dumpable
Coredump &

Tcp Fast open

Timeout

Client/server/req/res

Session resumption

OCSP stapling
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2.11 SSL Config Generator

1117 /- SSL Configuration Generator

Server Software Mozilla Configuration Environment

© Apache © MysQL © Modern Server Version  1.17.7

O AWS ALB @ nginx Services with clients that support TLS 1.3 and don't

O AWS ELB O Oracle HTTP need backward compatibility EpenssvaTion 1111

O Caddy O Postfix ® Intermediate

O Dovecot O PostgreSQL General-purpose servers with a variety of clients, .

O Exim O ProETPD recommended for almost all systems Mlscellaneous

O Go O Redis O old HTTP Strict Transport Security
O HAProxy O Tomcat Sﬁi?jtgzlistléhoiI;L;?:?;;fr\;igrsld clients, and This also redirects to HTTPS, if possible
O Jetty O Traefik

O lighttpd OCSP Stapling

nginx 1.17.7, intermediate config, OpenSSL 1.1.1]

Supports Firefox 27, Android 4.4.2, Chrome 31, Edge, IE 11 on Windows 7, Java 8u31, OpenSSL 1.0.1, Opera 20, and Safari 9

# generated 2021-09-3@, Mozilla Guideline v5.6, nginx 1.17.7, OpenSSL 1.1.11, intermediate configuration
# https://ssl-config.mozilla.orqg/#server=nginx&version=1.17.7&config=intermediate&openssl=1.1.11&quideline=5.6
server A

listen 80 default_server;

listen [::]1:80 default_server;

location / {
return 301 https://$host$request_uri;

server {
listen 443 ssl http2;
listen [::]1:443 ssl http2;

ssl_certificate /path/to/signed_cert_plus_intermediates;
ssl_certificate_key /path/to/private_key;
ssl_session_timeout 1d;

ssl_session_cache shared:MozSSL:10m; # about 40000 sessions
ssl_session_tickets off;

# curl https://ssl-config.mozilla.org/ffdhe2048.txt > /path/to/dhparam
ssl_dhparam /path/to/dhparam;

# intermediate configuration

ssl_protocols TLSv1.2 TLSv1.3;

ssl_ciphers ECDHE-ECDSA-AES128-GCM-SHA256:ECDHE-RSA-AES128-GCM-SHA256: ECDHE-ECDSA-AES256—GCM-SHA384 : ECDHE-RSA-AES256—-GCM-SHA384: ECDHE-
ECDSA-CHACHA20-POLY1305 : ECDHE-RSA-CHACHA20-P0OLY1305 : DHE-RSA-AES128-GCM-SHA256 : DHE-RSA-AES256—-GCM-SHA384;

ssl_prefer_server_ciphers off;
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Application & Version'® SSL 474 X|&

https://ssl-config.mozilla.org/
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2.12 Accelerate Encrypt/Decrypt (H/W) =

CPU 95~100%
openss| + QAT engine build

https://github.com/intel/QAT_Engine

CPU 50~60%

Intel® QAT

Intel® QuickAssist Technology (QAT) = HW Chipset + SW Engine
 Accelerate Encrypt/Decrypt

*Reduce CPU Load

e Compatibility with Any Intel Architecture
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2.12 Accelerate Encrypt/Decrypt (H/W)

100% https Load (2021/03)
40000 With RSA certs,

35000 .
I I With ECDSA certs, -

25000
20000
15000
10000

5000

30000
ecdsa

m gat mno-qgat

on the Next Level? | | o
lce Lake AES-NI instructions g 24t

AVX-5127|8Io] l&& instruction
ECDSA 2F 60%
RSA 2F 300%

Intel® Ice Lake

better performance on encryption/decryption

alternative to the other HW chipset
Upcoming SW Engine

enhanced when ECDSA certs

https://www.intel.com/content/www/us/en/developer/articles/quide/building-software-acceleration-
enhanced with HAproxy, Nginx features-in-the-intel-gat-engine-for-openssl.html



3. L7 Reverse Proxy
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3.1 Load Balancer, LB

Layer 4 LB MethodsE 7|& X|35}HH,
Layer 7 Data ?|HtC 2, C{* N T 3IEl LB A2

ex) Circuit Breaking, Content Serving &

NAVER MH|A EI2] 2o 2 I|2X O = Host Header ?|8F Route Architecture 14
nFront

L4 Factors

URL Path

Client Header

Cookie
Error Rate
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3.2 Path Based Route

L7 Application DataZ Control ?}solCt= S

Client 22| URL Path ?|=0 &
Ol El Pattern0f| £&t5H= OrlganE Route

ex) Static/Dynamic Contents Origin £2| 2

Client
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3.3 Circuit Breakin

BE Origin0j|A] A S5 E7t

B MH[A T 2 JUS WK,

CHE Origingt 2

H
rQ
1IN
Ot
b

Client

 Redirection
o Static Error Page
» Parking
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3.4 Web Application Firewall, WAF

e o

Rate Limit / | ||=|_|' Session Count/Rate Error Count/Rate
Connection Count/Rate Request Count/Rate Traffic Load/Rate

Access Control 7|t (L4/L7 Data)
Ea

HTTPS 22§ X}gt
2 o=l Datal]| CHoHA &
E22|6l{ L7 Data ?|Hdto 2
Origin E2

Platform Resource@tO & X|0{

| & MH|A B2 810

o Ne

X0 Pattern 13 X &

Timeout Syncookie CC Attack H| A 4AF Header 4} HTTP E2H 2=




4. Management/Monitoring



DEVIEW
2021

4.1 Certificates Management

Certs for SAN 1 OCSP Stapling
Chain of Trust O|++0f| CHH|S}0, S NI \ |
| Provider A | | ProviderB | | F'cart ' — Responder
22| Chain of Trust =H| -
ECSDA ECSDA _
Cert. Cert. Revocation Check

Client &5 &% M= 6N,

OCSPE #7|X9O & Update @

Hybrid Certificates

End Entity
Cert.

OCSP
Validation

Componentl| f28H4= 835

N Multiple Chains of Trust
Chain of Trust MX|2| Health 22l :

Every 6 Hour
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4.2 Monitoring

Resource Data: RPS, Traffic, Error, CPU Usage, -

Proxy Node
VARAN
e“eﬂ .‘."_ P pgthOﬂ 20: 2&3’;i 20:30  20:40
e

- APROXY @ telegraf

Resource Data

A R NAVER Developers
Y roto My5SQiL. HTML [SS
B BEE
BRabbitVIO Cert ooo

Deployed Data

111

Web Program
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4. 3 Alerts Monitoring ‘J0l[A] =& &l H|O|E] 2|BIC =,

2r2610, & A2t Alerts Al &5

0‘.
L

nFront Team NAVER Developers

Tare OPENTSDB

AN

MySQOall:

Node Down Origins Down

CPU Usage Origins Information Change
Certification Expiration Not Used Domains
OCSP Error Domain RPS Rate*

Domain Error Rate*

*XH =H S

Total RPS Rate
Total Error Rate
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4.4 1.og Management

Indexing 2! |10 Performance Z|A3tE $/dl],

e 5 Datas Structuralizedt= 324 28 &

ex) Host, Timestamp, Custom Column, ---

HAPROXY Unstructured Data Semi Structured Data Archive Data
(Plain Sysloqg) (JSON Format) (Tar.gz File)
sYsLOG 2 ===h. elasticsearch T
-
ISLOG ([ == IEEED

---'V B

o I ~

b

Ct X|H 2 Ojet 0242

2AIZIData =40l £

ex) Abuser Pattern, Abnormal Request




User Friendly
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5.1 Self Service for user NAVER Developers
On-Demand

Input Data

DB
JSON Data

Config Deploy

AEXRL Eok= AlE

05% LUAE| AQ A|2IOZ 3325 1%

POWERDNS?SS?
=g A|DNS Change

() GitHub

Change History

Error Minimization
X|ASHO] Human Error2

S Resources=
O|2fX|Skxiol mEXE 2

o "1 L. —

Self Service

Client —p

@
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5.2 Auto Scale for piatform

P
Mar. %
Z
3

Q)
O
-
nFront Team g
JudgeD :
AMA|2F Resource 32t} MOl &l Policy 7|22 2 -
Scale In/Out T
JSON Data
Resource Mgr. ®
BT 4— O
Busy/Idle NodeZ ListingSHH, g 2
)
V)

OffH NodeS 22/3)4 3 X| 27

- Config Deploy

AIX| Config Deploy =34
. Network
SLB Client —» Sw\?’éch —_—
ECMP+BGP FOU )
ECMP + BGP + IPVS 2|dt 5154 \J

Auto Scale
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5.3 Let's Encrypt for Certificates 20

LAI/PHE/HIAE Domain CHECE,
Let's Encrypt A{H|A &850,
=280l https S X[2

2 QISAM B 28 ChH| A2t 2E

1-3Y 4.0 - BEIHLES

Let's Encrypt Request=
Pattern & X|51(,
Certbot Machinel = A& Client




6. Troubleshoot



Sign in Token A3 2PHOIM

TLS Handshake Failure EfAH

HOl
apple.com Client0{|A]
ECDSA Cipersuite O|X|&

o =

RSA Cert. 37151 212 X| &

apple.com =0f| 2t L MY
SiXi= ECDSA Cert. x|l &tol
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@ Sign in with Apple

%S Handshake Failure

y
' apple.com

https://favpng.com/png_view/computer-mouse-computer-mouse-pointer-cursor-window-png/rYt6YDLF
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6.2 Intermeaiate CA Untrustead

Chain of Trust Chain of Trust

File 8 Soll CA IS A]
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6.3 HTTP/2 Connection Coalescing

Latency o MO 2 k| F 7|& Connection= Reuse
RFC7540(HTTP/2) Connection Reuse

Case)
1. Use *.example.com Wildcard Cert a.example.com: IP—x
2. Still keep a connection to a.example.com and b.example.com b.example.com: IP—x

c.example.com: |P—y

‘| have to lookup c.example.com.”

FOwWsers
“| can not do anything on HTTP/2."

------------------------------------------

ol https://daniel.naxx.se/blog/2016/08/18/http2-connection-coalescing/
Ol _{?j — | *l , https://httpwg.org/specs/rfc7540.html#reuse

421 MISDIRECTED REQUEST §&7°1, Re Lookup fEo[(H ofjZ
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71 *-lHlé Olé)I- %l'Xl 7'% 7c>|-§|' Machine Learning ?7|&f o
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7.2 HTTP/3, QUIC = ¢

HTTP/1.1 and HTTP/2 are over TCP
HTTP/3 is over QUICIBASEENORUBR, Quick UDP Internet Connections)

Latency comparison

o Quic [ TCP [ TLS [ HTTIP
HTTP/3
TLS 1.2 QUIC [TLS 1.3 .

TCP UDP o

500

0

Fiber ADSL 4G 3G Fiber ADSL 4G 3G

https://www.section.io/engineering-education/http3-vs-http2/
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7.3 eBPF/XDP Based L4

eBPF (Extended Berkeley Packet Filter) and XDP (eXpress Data Path)

Application
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7.4 Cloud 5& 2I'&
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