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- 28 AtE: On-premise 218 A &2 A|E O}, Infra O]+ CHS, HIZE ZEL{ET

[ I—

v CPU Stats
CPU Load Average (1m)

Main Server Total Stats

kin-platform-main F | Atz Metrics

CPU Syetem Usage (%) CPU User Usage (%)

v Syetem Overview

Number of hosts CPU Usage Memory Usage Disk used

19

n03.kin

n03.kin .01% .68% n05.kin

n04 kin % .59% n04.kin n02.kin

n01.kin .32% .59% n08.kin 9.7% n02.kin

Top Hosts By CPU (user) Top Hosts By Memory

~ Memory Stats

Memory Usage (%) Memory Usage (byte)

min max current min max current

epO1kin 27.50% 53.80% 33.30% 16.14GiB  16.15GIB  16.14 GiB

14.0 GiB
05.kin 4 25.90% 25.90% ! i 16.10GiB 16.13GiB  16.11 GiB

J8.kin 05.kin 0.1 6B 16.06GiB 16.09GiB 16.08 GiB
b i
08.kin 25.80% 16.07GiB 16.08 GiB  16.08 GiB

08.kin 3 25.80% 4.66 GIB 16.06GiB  16.08GiB 16.07 GiB

)4 kin

J3.kin
15.71GiB  15.73GiB  15.73 GiB

19 .kin 09.kin
04.kin 15.32GiB 15.34GiB 15.33GiB

19.kin

v Weekly Metrics ~ Nginx Stats

Peak CPU Usage Peak Memory Usage Peak Load Average(1min) Peak Disk Usage Peak Nginx Requests (current) Nginx Requests Per Sec
26.kin
25.8% 33.3% 0.39 34.6% 1.77«
24.kin

03.kin
Average CPU Usage Average Memory Usage Average Load Average(1min) Average Disk Usage Average Nginx Requests (current) GRS
08.kin

06.kin
11 kin
02.kin

13.3% 25.0% 0.16 20.5% 845.67

07 kin
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Queue-based

Part 2.

Cascading Failure ¥x]}
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Load shedding

F-II:I I'-IIJ

N =2 Edl
N =2 Edl

_IE
O

Bulkhead

Application 24 M2 22|
YEO| IOt HM[= 0| X

Circuit breaker

2|
Q|

A|AE 2HA| Ol 23

EI 1

|
A2 HE MH|A B

e |
=
e |
-

load leveling Wait queue 22
Part 3.
A

2183 g - cii e iy 48

MH xr0_| =M xZF
Scale out

On-premise < Kubernetes
Performance Simple pages system
Improvement Feature flag

Cache strategy

Cache-aside, Read-through--

HE H|O[H =2 3 SH
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w1

M| 748 BLIEY U 54 Mz

On-premise : Key metric ?|£C & AMH 7|24 Tt Manual scale-out
- NHIA @-3=2F B CPU AR Y &= 11240t Scale-out 7| &~

 —
o
- On-premise 2HH2| EAMA £ 2T Z Mot 0/2) 4

Kubernetes : Key metric 7|&& HPA 4740 -8, Auto scale-out
- MH|A @5 8l CPU AR 2 &2 112010 Scale-out 7|& =&

- Kubernetes 234 HPAS 0| & ¢t = Auto scale-out H=F ALE
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w1

- 128 @7 580 H|0[E 285 12 0| S= U= HE
4 A a N N
. local cache W EHCACHE ARCUS
E— i
« Micro Cache Strategy > . local cache . remote cache
Micro Cache » OverCall Strategy + Cache Aside Strategy * remote cache
\ —/ \ DTGMEW} Cache / \ VD{EUSinESS deEU Cache ‘/ « Cache Aside Stl’ﬂtE!g}r'
\ DO(Data model) Cache /
Nginx UX Layer FS Layer DS Layer

Web Server Application



DEVIEW
2021

MH|2 85 X8 85 F's (SSEIAE, SRE 2LIHT)

Top Latency URL List(p99.9) - request_time?|& TPs IR

nx.request.url.keyword p99.9 nx.request_time v

/gateway/v1/choice/questions 10s

/gateway/v1/choice/dirs/ /docs/ 2methodIntention=DELETE 5s

/kinapp/search/moreSearchList.nhn 4s

/mobile/ajax/initAdditionalQuestionAjax.nhn

/mobile/ajax/recommendimageDir.naver bUu'm :
00:00 00:06 00:12 00:18 00:24 00:30 00:36 (ms)
/mobile/kini/scrapAnswerAjax.nhn 500 ms 15,008 =
/gateway/counselor-api/v2/counselings/purchases/ 'refund 00 ms 7,500 —|
/gateway/v1/choice/ docs/ [close 300m anid |
/mobile/scholarship/index.naver 200 ms
2,500 —
. \HnmInM l” HllnnuH ul |H‘ -
Ut l I I I I
23:10 23:12 2020.05.27 2020.05.27 2020.05.27 2020.05.27 2020.05.27

16:43:51 16:48:51 16:53:51 16:58:51 17:03:51
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Rate Limiting (with Nginx)
Eajz}2 Hojsh= 7l %

- Ol2] geleh X 21EF0 ol gol= EcfHEt 51&dt= Y=

. 150 rps
Nginx &
)
- Nginx 2| Rate Limit ?|& &g nginx
+ rate limit
50 rps
=g A —T
. — 503 error
- X|AQl 2/T 2T 2/ C, H[O|HHQI APl 915 ¥ S0 X8 i
- =&271: PC/Mobile H[0[X| & Ciget =0 HE - A

tomcat
(cap: 100 rps)

o J
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Rate Limiting (with Nginx)

- Nginx B 24| g10] 7|2 4FO 2 ALg Jbs. (371 28 4% X)

http {

Llimit_req_zone $server_name zone=mylimit:10m rate=1000r/s;

location / {

limit_req zone=mylimit burst=1000 nodelay;
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Load Shedding

- EX M0|X| & E2 T IDE J|HICE QX IIREE E3l H|O]

if (blog2 request count >= 300)

Request ' Redirect request + 1 . <
blog2 post E E
. ‘ : blogld | Request Count |
: ! Business
Logic
Response E <EhCache> E
Redirect request - 1 L y

<LoadShedding Interceptor>
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Simple Page System

- Egfji] =8 =2X40O| AlE IO|X| & A|AH
- Che Spike E2HTo) AHS ¥E M
- 917|188, 21 HA| Expire, Tomcat E2fE] 0]
- Auto scale-out: 362FTPS -> 728F TPS

- BaChd| 288 EciE LS, £[C 408

NGINX microcaching

EE E EE E NCC/nFront/new Domain

LRU Local Cache
NCC/SpringBoot/new Module

Simple Page

Remote Cache
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Slmple Page System

blog HoH 238 4. O =
[ R 1]

[22]] [E2PICK] M{=|125t2
DP EMM SW o= L}

@ B |

»  Rate Limiting ~—p» Load Shedding —»
CHIFH 2 ‘ \ ‘ / m Nglnx == =
E o Exceed Limit Exceed Threshold Microcache

l

302 Redirect - )
[ A
F N
u ) Tomcat |___
\__ Feature Off
OverCall Cache )

<Simple Page System>

AH|A i3] THO[X|2] EcfHE M0{=Z B2 22| A2l = Simple Page SystemGi|A] Z[CHer BT =8
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Feature Flag + Circuit Breaker

zookeeper Dry Run
. 4 l ™ 4 l )
. Feature equest Circuit
Flag g Breaker
[ = o o
Feature Off

Empty Response (—l

Exceed Fail Count

>

external

service
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Mt o] et (S2t= ol ) 2) p—

(212 1& simple H|0| 2] 19| 22 H EF2|]

AlZt:2021-09-30 22:32:00 ~ 2021-09-30 22:33:00

CPU, Memory, Network o=

A4 3734

Nginx active connections e

1 A : "/PostView.nave g % Load Sheddmg Alert'” [ 2:31:53]
1 A :"/PostView.nave * blogld:
H e a |t h C h e C k 1 A : "/PostView.nave * |D blockO| 2 25}CtH zookeeper0f| &7tsf F=M|2.
1A :"/PostView.nave 2T TOP 5 BloglD List (22 35
1 A : "/PostView.nave 115
1 A : "/PostView.nave 08
1 A : "/PostView.nave .76
1 71 : "/PostView.nave . b6

blog-repo-system APP 20:51
§ [Alerting] [CPU] upload alert

o =

Load Sheddlﬂg HI'E upload cpu 7} 50% £ A& SL|CH!

cpu.used

- Simple page system 2/

E2T ol S5 Y

2t 2l 2to] 1084 A= LICH
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Traffic 0| & X|

Nginx Requests Per Second(RPS)

Access Log Count Diff - mobile

09-1& 00:00 09-19 00:00 09-20 00:00 09-21 00:00 09-22 00:00 09-23 00:00 09-24 00:00 09-25 00:00

152 H diff

- 1 H diff

03:50 03:55 04:10 04:15 04:20 04:25 04:30

Access log count diff (1d / 1w) Nginx RPS 25



accesslog
180 K
100 K i
a0 K
]
2021-09- 2021-09- 2021-08- 2021-09- 2027-09- 2021-08- 2021-09-
14 15 16 17 18 19 20
== Maobile api mobile-main
S00_count
.25 K
TK
7a0
500
250
0
2021-09- 2021-09- 20271-09- 2021-08- 2021-09- 2021-09- 2027-09-
14 15 16 17 18 19 20
== Mobile api mobile-main
p99_latency
8s
65
45
23
0s
2021-09- 20271-09- 2021-09- 2021-09- 2021-09- 2021-09- 2021-09-
14 15 16 17 18 14 20
== Mobile api mobile-main

DEVIEW
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error rate

2021-0%- 2021-09- 2021-09- 2021-09- 2021-09- 2021-09- 2021-09-
14 15 16 17 18 19 20

== Maobile api rmobile-main

p50_latency

80 ms
60 ms
40 ms
20 ms

0s
2021-09- 2021-09- 2021-09- 2021-09- 2021-09- 2021-09- 2027-09-
14 15 16 17 18 19 20

== Mobile api rmobile-miain
p99.9_latency
2.08 min
1.67 min
1.25 min
50s
255

0s
2021-09- 2021-09- 2021-09- 2021-09- 2021-09- 2021-09- 2021-09-
14 15 16 17 18 19 20

== Mobile api mobile-main
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Blue/Green, Canary Deploy

On-premise/Kubernetes 2t3 25 ALE Jt50t HifE HHIE B SHH HE!

On-premise [ Jateway ]

- Nginx split_client 7|2t x| =

- 2 284S 2|t Spare AFA| CH7|

— — | —

95% 5%

Kubernetes

- ALl Z3HE n2¢cE E81 H| & &)= Blue/Green

Blue Green
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) LoadShedding 44 ¢ =5

value:; 22 value: 100

blog-repo-system APP Today at 00:10
J [API] S A AIEHH A APIO2 Alert! [00:10:26]

value: 18 value: 100
value: 100

LoadShedding A3 gt M&y

. - Y SPSR=:P:
<X}= Metric X3|> <Zookeeper 327§ H18>
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~ Y

[ckey=nmobile_id01

Steps Scenarios Features

Passed | Failed | Skipped Pending | Undefined | Total | Passed | Failed | Total | Duration | Status

L F20] A= ";";';  BEEEREEE R 61 0 0 0 0 61 9 0 9 0.072 | Passed
Ur'j"."[l.l;ll[}tfir{'gilihdl;.. " [I[E 3T Br3BIC) 80 0 0 0 0 80 12 0 | 12 0.926 | Passed

.. ..E”:_,Fl'l. IFD'f_ f‘D;Tul_ =22 ABHSIC 176 0 0 0 0 176 15 0 15 0.807 | Passed
% r_|1_:|; 2L SE=- AFZEXMEHE X3|olCt, 42 0 0 0 0 42 4 0 4 0.244 | Passed
oUI =B x=o9 ABHSIC} 154 0 0 0 0 154 15 0 15 0.634 | Passed

ofC} 36 0 0 0 0 36 4 0 4 0.302 | Passed

1306 0 0 0 0 1306 149 0 149 4.727 11

100.00% | 0.00% | 0.00% 0.00% 0.00% 100.00% | 0.00% 100.00%
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goss

- Server testing/Validation =
- AMH 28 HEA[AO|E O|H E

—

- CI 5 27 B ZE =20 X

- EHE HiO[L 2| OrE

- Yam| ?|EF HIAE

238 82

Supported resources

package - add new package

file - add new file

addr - add new remote address:port - ex: google.com:80
port - add new listening [protocol]:port - ex: 80 or udp:123
service - add new service

user - add new user

group - add new group

command - add new command

dns - add new dns

process - add new process name

kernel-param - add new kernel-param

mount - add new mount

interface - add new network interface

http - add new network http url with proxy support

goss - add new goss file, it will be imported from this one
matching - test for matches in supplied content
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SRE= AH|A2] 2= 8& 01T =0|=1

Metrics & N N R N
@ monitoring | A2E 28 =&, Ol& &%, Ale =400 2Rt ZLIHE &3 XS

< Capacity - .
planning MH|A J12/d Bl 0|5 @HSl= EefjlilS MeEfd o = =2

Incident
XHOHE HAIA R HRIE| = X} S I A
o response SOlE HE+SF HEE|= FOCHS T2M|A
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