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Backdoored images downloaded 5 million times finally ...

2018. 6. 13. — A single person or group may have made as much as $90,000 over 10 months by
spreading 17 malicious images that were downloaded more ...
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Fe Official Ima
&4 Docker Certified ~ricial images

Cfficial images Published By Docker

Docker Certified technologies are built Docker Official Images are a curated set of

with best practices, tested and validated Docker open source and "drop-in" solution
against the Docker Enterprise Edition repositories.

platform and APls, pass security
requirements, and are collaboratively
supported.
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Classic / Container Registry QP E| E’ ® v
< | nginx:latest (082b722)

10 704 27| v

CVE Severity Package Current Version Fixed by

CVE-2013-0337 1.15.9-1~stretch

Description

The default configuration of nginx, possibly 1.3.13 and earlier, uses world-readable permissions for the (1) access.log and (2) error.log files, which allows local users to obtain sensitive information by reading the files.

CVE-2017-18258 [ Low libxml2 2.9.4+dfsg1-2.2+deb9u2 v
CVE-2018-1152 [# Low libjpeg-turbo 1:1.5.1-2 ~

CVE-2018-14404 Low libxml2 2.9.4+dfsg1-2.2+deb9u2 v
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Data Source

Debian Security Bug Tracker
Ubuntu CVE Tracker

Red Hat Security Data
Oracle Linux Security Data

Amazon Linux Security
Advisories

SUSE OVAL Descriptions
Alpine SecDB

MNIST NVD
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Data Collected

Debian 6, 7, 8, unstable namespaces

Ubuntu 12.04, 12.10, 13.04, 14.04, 14.10, 15.04, 15.10, 16.04
namespaces

CentO5 5, 6, 7 namespaces

Oracle Linux 5, 6, 7 namespaces

Amazon Linux 2018.03, 2 namespaces

openSUSE, SUSE Linux Enterprise namespaces
Alpine 3.3, Alpine 3.4, Alpine 3.5 namespaces

Generic Vulnerability Metadata
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Layer HH 20} 7]
- Container Reqistry28E| #2H™ HAIE alie 0|0]|X|2| layer HHE B0} 7|
- E3 ¥ = 1! https://docs.docker.com/reqgistry/spec/auth/token/

ofx 273

GET https://(registryurl)/v2/(registryname)}/ (1mageName) /manifests/(reference)

Authorization ! Basic base6d (OHOIC| @ TfARE)
Accept ¢+ application/vnd.docker.distribution.manifest.v2+7son, application/vnd.docker.d1stribution.manifest,vi+prettyjus
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"schemaVersion": 2,
"mediaType": "application/vnd.docker.distribution.manifest.v2+json",
"config": {
"mediaType": "application/vnd.docker.container.image.vl+json",
"size": 6021,
"digest": "shal256:8c9caddl7702c354Fta41432be278d8B8cebec@761b1302608034Fa3ad49c6dad3fo"
| g
"layers": [
i
"mediaType": "application/vnd.docker.image.rootfs.diff.tar.gzip",
"size": 22500288,
"digest": "shal256:6ae821421a7debeccbhb4151Ff7a50dcBec@317674429%bec@f275402d697047a8296"
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"mediaType": "application/vnd.docker.image.rootfs.diff.tar.g=z1ip",
"saze": 22262095,
"digest": "sha256:58702d4af1973351b67463938c69Ta372b9d4232218102580433762ec@825445"

(-
(¥}

"mediaType": "application/vnd.docker.image.rootfs.diff.tar.gzip",
"size': 26084,
"digest": "shal256:blo5T42e8Fdd472a51el153610e90131922860647296eb604bcTb50d0547059b5"
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POST http://localhost:6060/vl/layers HTTP/1.1

"Layer": £
"Name": "523efld231T222195488575152a39¢c729cT6a8c5630c9a194139¢ch246fb212dag",
"Path": "https://mystorage.com/layers/523efld23F222195488575152539¢c729%cT76a8c5630c9a194139ch246fb212das/ Layer..tar",
"Headers": 4
"Authorization": "Bearer eyJlhbGci01J5UzI1IN1IsInR5cCIGIkpXVCI9.eylzdWIi01IxMJMEONTY30DkwIiwibmFtZ5I6TkpvaGdgRGOLITwi1YWRtaW
471 0nRydWV9 . EKN-DOsnsuRJRO6BxXemmIDm3HbxrbRzXg lbN254s0kopdU4IsDxTIBJ019W_A4KEZPI11JNL1s4EZsHeY559a4DF0d50_0qgHGUERTgYZyuhtF39yx]
PAJUESwxk215k_4zM30-vtd1Ghyo4IbgKKSy6I9mThn1YJIPenn5-HIArE"

¥,
"ParentName": "140t%9bdfebS784cf8730e9dab5ddl12Thd704151ct555ac8caeb50451794e5ac2",
"Format": "Docker™
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HTTP/1.1 201 Created
Content-Type: application/jsonicharset=utf-8
Serveri clair

"Layer™: {
"Name": "523ef1d231222195488575752a39¢c729c76a8c5630c9a19413%ch246th212dak",
"Path": "https://mystorage.com/layers/523ef1d231222195488575152a39c729¢c76a8c5630¢c9a19413%ch246th212da6/ layer. . tar",
"Headers": {
"Authorization": "Bearer eyJhbGci01JSUzIIN1IsInRS5cCIG6GIkpXVCI9,eylzdWI101IxMIMEONTY30DkwI iwibmFtZSI6IkpvaG4gRGOLI1wiYWRtaW
470nRydWV9,EKN-DOsnsuRjJRO6BxXemmIDm3HbxrbRzXglbN25450kopdU4IsDxTI&J019W_A4KE8ZPJ11jNL1s4EZsHeY559a4DF0d50_0qegHGUERTqYZyuhtF39yx]
PAJUESwxk2J5k_4zM30-vtd1Ghyod4IbgKKSy6J19mTn1YIPenn5-HIArE"

I
"ParentName": "1480fShdfeb9784cf8730e9dab5dd12thd704151ct555ac8caeb50451794e5ac2",
"Format": "Docker",

"IndexedByVersion": 1
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GET http://localhost:6060/vl/layers/17675ec01494d651elccf8ldccf63959ebfeeddfa78fddh1666h6ead@fBedS2? featuresivulnerabilities
HTTP/1.1
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HTTP/1.1 200 0K
Content—-Type: application/jsoni:charset=utf-8
Server: clair

"Layer"™: {
"Name": "17675ec@1494d651lelcctf8ldcO9c 63959 ebteeddf9T78Ftddblectbtead®8aeds2™,
"NMamespaceName" : "debian:8",
"ParentMame": "140fS9bdfeb9784cTE8730e9dab5ddl12thd704151cf555acB8caet5045179d4e5ac2",
"ITndexedByVersion™: 1,
"Features": [
i
"Mame": "coreutils",
"MamespaceMame" : "debian:&8",
"Wersion": "B.,Z23-4"
"WVulnerabilities"™: [
i
"Name": "CVE-2G014-59471",
"NMamespaceName" : "debian:&8",
"Description": "The parse_datetime function in GNU coreutils allows remote attackers to cause a denial of serwvice
(crash) or possibly execute arbitrary code wvia a crafted date string, as demonstrated by the \"-—-date=TZA=\"123\"345\" @l1l\" str
ing to the touch or date command.™,
"Link": "https://security-tracker.debian.org/tracker/CVE-2014-9471",
"Severity": "Low'",
"FixedBy": "9.23-5"
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A = 2020
—

A= 20 g ZH g B2/48 |defaut & g
111 |98 g[J4~E X master node®Af "ps -ef | grep kube-apiserver |--anonymous-auth=FALSE Y2 =0l 28 o= 972 |ap Mo 9F E[FAE 27H50H
112 |basic 95 %7 master node® Al "ps -ef | grep kube-apiserver" |--basic-auth-file YI0{A= 22 basisc 215 Holof 2fah Beo0| A1 GIE. CHE ChR F2H0| SlaL] ofd MM
113 |insecure E2 %7 master node® Al "ps -ef | grep kube-apiserver" |--insecure-allow-any-token 0] §L01AE HE =0fHe & UF o E22 TG00,
114 |hitps 54/ 22 master node® Al "ps -ef | grep kube-apiserver" |--kubelet-https 0| BIALE true= ME &/0{9I0{0F: hitps 7|20[ hitps 3.
115 |api server bind address 2 master node® | "ps -ef | grep kube-apiserver" |--insecure-bind-address 0] 2L 1270012 MET0f Y0{OF2 127.00.1 FTLE AP server] g7 oM OE. B 2 2850303 =
116 |insecure api server port open S| [master node® M "ps -ef | grep kube-apiserver” |--insecure-port=0 &= 2 3080 insecure portT 7|2 42 80802% TGfla.
117 |secure api server port open master node® Al "ps -ef | grep kube-apiserver" |--secure-portZ;0| 1~65536 AHOIZ M E T/0f Bl0{OFE 6443 secore porte 7| & £00] 64432 E E[(8F.

' g0l e TH ot Z/HE | default 2 43
111 |ZAE Qs HE format {{ Id ) anumes (l Mounts ¥ =0 AAH C|dEe| 0F2E 2|(boot /dev Jetc, /b S5) ._E1|D||—‘|'3'||f*~1 AEQS 8 A ofst g2z orgdat B9 3’|| A 02 + 85
112 |HYAHo0|~ e docker ps --quiet --all | xargs docker inspect --fq--net=host, --pid=host, --ipc=host uts=host AtS 27| 1= BXor7] Sfeh AE|0[H7r 2220 Lk E5 &

113 |SSLTLS 35

ps -ef | grep dockerd

docker --tlsverify --tlscacert=ca.pem --tlscert=certpem --
tiskey=key.pem -H=§HOST 2376 version
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- docker(Capabilities A|gF & AppArmor, SELinux, seccomp & userremap)
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- rkt, gvisor, kata container &
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Worker Node 1
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Image ‘
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