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Sub 0.270 Sub 0.0624

Mult 0.258 Mult 0.0388
Variance 0.9/72
Kurtosis 19.5
Corrlation 50.8s
Max 11m 22s
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1. EX|AE 2|4(Logistic Regression)

—+— Plaintext |7y =1/ +exp(—2))
—=— Encrypted . |—y=05+0.15z — 0.0015z"

—a— Least Squares Fitting
—5— Sigmoid

>
Q
<
S
=
Q
Q
<

Accuracy

20 25
Iteration Number lteration Number
Accuracy by Iteration Number Comparison to Least squares fitting on The Comparison of accuracy between the
sigmoid curve and Talyer Expansion curve Least Squares Fitting and Sigmoid

- Tayler Series CH4! Least Squares Fitting= AF&9510 SigmoidE H| W& =2 Xp==Ql 3%}

AR A3

[ZX] https://ojs.aaai.org//index.php/AAAl/article/view/5000
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[=X] https.//ko.wikipedia.org/wiki/%EC%84%9CHED%BFHACKHED%EA%BE_%EB%B2%AT%ED%84%B0_%EB%A8%BE%EC%8B%A0
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3. CNN(Convolutional Neural Network)

Conv ReLU Pooling Affine RelLU Affine Softmax

CNN &L n2|=o| 11X MNIST &2 M| H|O|EAl

- CNNZ2 O[O X|L} G&F HIO|HE Ne|g I == AFEE = Held 22
- 7|1& B8{d et Ct2 A Convolution AE0| 10{ O|O|X|o| &7+A

[ZX] https://github.com/youbeebee/deeplearning_from_scratch
[ZX] https://ko.wikipedia.org/wiki/MNIST_%EB%8D%B0%EC%9D%B4%ED%84%B0%EB%B2%A0%EC%ID%BA%ECH8A%A4L
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4th-order-approx(range: [-4,4]) y. 4th-order-approx(range: [-4,4])
4th-order-approx(range: [-6,6]) 4th-order-approx(range: [-6,6])

—4,4] 0.03347 + 0.5x + 0.19566x>
' —0.005075x*

0.1198 + 0.5x + 0.1473x2
—0.002012x*
- 0.12592 + 0.5x + 0.145276x2

0.0851505 + 0.5x + 0.344125x>

0.234606 + 0.5x + 0.204875x>
— 0.0063896x*

0.119782 + 0.5x + 0.147298x2
—0.002015x*

0.375373 + 0.5x + 0.117071x?
0.563059 + 0.5x + 0.078047x?

[EX] https://arxiv.org/abs/2009.03727
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CNN(Convolutional Neural Network)
1. Convolutional Filter

2. Pooling

3. Batch Normalization

4. Activation
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1. Convolutional Layer

Convolutional LayerO| M= EHE O|5510 &ds Aits &

« stride: ZE9| 0|
+ padding : g A4k Al O|O| X7 210LX| 7| W=0{ =80 0= Hot= 1

2424 ofjo|E{(mfg - == GlOE]

=

[=X] https://github.com/youbeebee/deeplearning_from_scratch/blob/master/images/fig%207-3.png
[=X] https://github.com/youbeebee/deeplearning_from_scratch/blob/master/images/fig%207-6.png
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2. Pooling Layer

- O[OjX|2] 37|& E0l&= YH

»  3AA| Max pooling, Min pooling, Average Pooling 0| A&
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3. Batch Normalization
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2.1 CNN €102|F 2

I k4= (Activation)
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(1) Convolutional Al5= OB Foid =
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(3) SIMD based Architecture
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Requirement

T MOl SI42 F|SH 90| MAO| 7HS St Bootstrapping £ E7F OfS =2|7| Ij20f
AA|ZE MH| A0 Hgtsh ALO| OfF

=> Bootstrapping 210| Z|CHot WFEH CNN G40 7SS E €n2|E /Y 2
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(1) Convolutional Al&= IEA & = U=7I7?
. FilterQ| O|= 34X Filter®| AO| =2} Stride 7|0 H|2|SHA =7}
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(1) Convolutional Al&= IEA & = U=7I7?
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(a)

]

(d) Second convolution iteration on four paral-

6~ 6~ : e s .
(b) Tm (5 (c) First convolution iteration on six parallel

, L lel windows, ignoring the extra four slots.
windows, ignoring the extra two slots.

[ZX] https://arxiv.org/pdf/2011.01805.pdf
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TABLE II. POLYNOMIAL APPROXIMATION RESULT

relu

Activation | deg X-axis range 41 ath-order-approx(range: [-4,4]) 3 - ath-order-approx(range: [-4.4]) :
pOI.vnOlnial apprOXilnated 3rd-order-approx(range. [-4,4]] /"‘ 3rd-order-approxirange: [-4.4)) ,/'
function ree to be fitted | A T BN e i e e e i 4
(—4, 4] 0.03347 + 0.5x + 0.19566x*

' — 0.005075x"* ¢

4 _
- 0.1198 + 0.5x + 0.1473x*
Swish [—6, 6] — 0.002012x*

0.12592 + 0.5x + 0.145276x2
-m- 0.0851505 + 0.5x + 0.344125x2

0.234606 + 0.5x + 0.204875x*
[ 4, 4] X X

— 0.0063896x* Fig. 2. Comparison of Swish and its polynomial approximation with various Fig. 3. Comparison of ReLU and its polynomial approximation with various

0.119782 + 0.5x + 0.147298x2 — orders
[—6,6] — 0.002015x*

—4, 4 0.375373 + 0.5x + 0.11707 1x*
-m- 0.563059 + 0.5x + 0.078047x [Z K] https://arxiv.org/pdf/2009.03727.pdf
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TH= JH7E 0| 22t

o S0l BEOMX|A £8 21 w=2
ath-order-approx(range: [-4,4])

7|7k AKX 7| ol AX 2>

F X071 4 &

Fig. 2. Comparison of Swish and its polynomial approximation with various
orders

[ZX] https://arxiv.org/pdf/2009.03727 .pdf
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function degree range MINST | CIFAR-10

Swich - | 9886
-

D [ e
- | 918 | 7637
98.83 74.85
99.16 80.09
98.79 75.30
99.21 80.47
98.80 72.89
99.28 79.11
98.46 70.58
99.05 76.75
98.90 74.43
99.11 79.38
73.70
81.02
71.80
79.07

72.54
74.72

L o
- RY Sy A B B4 E HIHY OEEsE

98.94
99.25
98.51
99.17
98.41
99.15

[EX] https://arxiv.org/pdf/2009.03727 pdf



NAVER

22 EUUS I\ 12| F ol Al HE

(3) SIMD based Architecture
of #0|| & HO|HZE =& &= U} Z StAL (SIMD approach)

- fLtol 2B R0| HEE 4 e HO|E S| HHE YOjoF
O
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- MNISTS| AL 784 =28 X 28 71| £ Mo =2 M=
- ZFE, CNNOj E88t & H0] 1171 O/ Depth 112 278 7ts

=> 0| Z2 16,384 A7|9| A HIE AS3} 7Hs

=> Z|C§ 20 (= 16,384 / 784) 7§2| MNIST O|O|X| €33} 7I=
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-CNN #tX : @=EZ 72| XX

Num of filter =3

Kernel size =7

- Depth : Depth 11 Conv2d pding = s

Flatten

- Approximate RelU :

2K CigtAl o 2 HA2LEl RelU

Approximate ReLU

FC Layer(64)

- jIc E E”O‘ E-l _)F : 207H (BatCh) Approximate ReLU

FC Layer(10)
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207H2] MNIST =2 A| &3t =5 H|W

A il CPU Instance GPU Instance
0| 22| (GB) 64GB 320GB

CPU vCPU (Powered by Intel® Xeon® Gold vCPU (Powered by Intel® Xeon® Gold
Processor) 3271 Processor) 3271

GPU : V100 4%
28 A| ZF Ho 30 OfLy Ho 162 O|LY
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NAVER Cloud®| a8 &2 PaaS &=

HEaaN Homomorphic Analytics &&0M @Y= 7|8t SaaS & PaaS A&
PaaS &&= LHO[M 7|2 HOMEROS SDKO|AM 5= 7|8 A4 &4 X M

/s NS

PaaS M E2 CPU X GPU 22} 3 B8 XS

Jupyter notebook & &5 8= 7ot OA H= M=

URL : https:.//www.ncloud.com/product/analytics/heaanHomomorphic
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Dashboard

Region Q = &

Platform Classic
Services *

Solutions

Bookmarks (@

Recently Viewed

5 HEaaN Homomorphic
Analytics

Key

Data
Projects
Instances

Subscription

]

VPC

VPC / HEaaN Homomorphic Analytics

Instances

Instance 0|
cpu_hmchoi
ms-gpu

ms-gpu2

dE 0 2oty 3

M Eb)
[CPUI] vCPU 3274, 22| 64GB
[GPU] V100 471, vCPU 3271, H22| 360GB

[GPU] V100 17H, vCPU 874, B 22| 90GB

VPC / HEaaN Homomorphic Analytics

Instances

Instance 0| &

&  cpu_hmchoi

M =

Instance O|§
Subnet
MY /8

AN

AEC|X| HE

o+

b
el

ms-gpu

ms-gpu2

M Efe)

[CPUI] vCPU 327, B22| 64GB

LAECX| BF

SSD

[GPU] V100 471, vCPU 3271, 22| 360GB

[GPU] V100 174, vCPU 87H, 22| 90GB

VPC
2lo|=2i2| X
Jupyter Notebook

AMER

o
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Jupyter Notebook 0| A|

~Jupyter

Logout

File Edit

Running Clusters
& Q
- ) o

Files

New ~ £

Select items to perform actions on them. Upload
File size

Name ¥ Last Modified

|0  ~ @@/ tutorial_en

(_means_clustering_prediction
M_predi

<_2d-MNIST_prediction nario.ipynb

volutional_Neura

volutional_Neural_Network_2d-Fashion-MNIST_prediction_scenario.ipynb

nario.|pynb

n_with_training_ar

with_training_an nario.ipynb

View

@

" Jupyter 07_Convolutional_Neural_Network_2d-MNIST_prediction_scenario Last Checkpoint: 2022.12.23 (autosaved)

Insert Cell Kernel Widgets Help

HC »

Markdown

B 4 ¥ PR

(7) Client0j|A] £ 2 result_ag 44
QUS)S E2510{ AS2 result_asS MM

Client= MEE2 S 2 result_s2| TS el M3 S Context?! context_a (523t 7|7} ZEE | US)E

result a = HEaaNCNNDataSet.from path(context a, 'cnn/ctxt s')

(8) OI& E=31510 ZatE YA|ELICE

num of target = 10

result list = BatchCNN2d.decrypt predictions(result a, input shape, num of ctxt, num of target)

from sklearn.metrics import accuracy score

test _data.targets[base + 0O:base + num of ctxt]
target list.tolist()

target list =
target_list
accuracy score(target list, result list)
score * 100, '%')

score =
print('score : ',

print(target_ list)
print(result list)

score : 95.0 %
[9, 6' 6' SI 4’
[9, 6[ 6' SI 4’

import shutil

del context_a
del context_s

shutil.rmtree('cnn')

2023-01-16 11:38:24 [INFO]: The HEaaN Context is deleted
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2023

A

‘ Python 3 (ipykernel) O

Logout
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Send to

Server L
client’s stored
ciphertext ciphertext

Gl Encryption Key

Fingerprint Matching

’ Algorithm

Evaluation (CNN'based)

Ke
Send to Y

encrypted Client encrypted

I result result

Decryption Key
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A HE
CNN 24

« stomach cancer : X
. liver cancer . X
« obesity: 0O

[=X] https://krfreepik.com/free-photo/female-chest-x-ray_923296.htm#query=x%20ray&position=18&from_view=keyword
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