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1. What is Dead Code?
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1.1 Dead Code?| 52 Do
Dead CodeZt? https://devopedia.org/dead-code

»  AlISHL|X| ¢t=(Unreachable) T E

+ SHEIC2tE OHZ2IAI012| SE0 B&FS OIK[X| &&= (Executed But Not Effect) 2E

Unreachable Code Executed But Not Effect
public class SampleClass { private int methodA() 1
orivate void methodA() { int value = methodB1()
1 value = methodB2():
orivate void methodB() { return value;
methodA(); i
1 private int methodB1() { return 1; }

} orivate int methodB2() { return 2; }
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- HEEO[APIVNE FTt ot
+ MEZ 72838 2 7

z=3cs
. O|A ZINt KIS EH?7? 2Okt 27 W] AR D, & S0P, I LhEX}.

public class SampleController 1 public void methodC(Data data) 1
@Get("/new”) if (data.type == TYPE.A) 1 methodA(); }
public void methodA() { else if (data.type == TYPE.B) { methodB(); }

methodB(): else if (data.type == TYPE.(C) 1 methodC(): }
L [
private void methodB() { } }

} orivate void methodC() { }
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1.1 Dead Code?| &+ 2IQl gEvicly

- HEEO[APIVNE FTt ot
+ MEZ 72838 2 7

z=3cs
. O|A ZINt KIS EH?7? 2Okt 27 W] AR D, & S0P, I LhEX}.

public class SampleController 1 public void methodC(Data data) 1
@Get("/new”) if (data.type == TYPE.A) 1 methodA(); }
public void methodA() { else if (data.type == TYPE.B) { methodB(); }

methodB(): else if (data.type == TYPE.(C) 1 /methodC(); }
S
private void methodB() { } I

} orivate void methodC() { }
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1.3 Dead Code = U 203
A BM &l (static analysis)E &&=
public class SampleClass { private int methodA() 1
orivate void methodA() { int value =|methodB1();
I value = methodB2();
orivate void| methodB() |{ return value:;
methodA(); }
I orivate int methodB1() { return 1; }
I orivate int methodB2() { return 2; }
LIX 22 oF3H (Runtime Analysis) CLIHE = 215 % 0] =0
oublic class SampleController { oublic void methodC(Data data) {
@Get(“/new”) if (data.type == TYPE.A) { methodA(); }
oublic void methodA() { else if (data.type == TYPE.B) { methodB(); }
® methodB(): else if (data.type == TYPE.C) 1
I ® methodCl();
orivate void methodB() { } }
I I

orivate void methodC() { }
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U

» Scavenger= ZEIY Dead Code &4 E=1QILILCE,
» [IHZ E= 238 V161K &1 MM E s £0| 291 7ts&L|C}.
E= £2olH 0|F AlZ4ztol SAM0Al EHESLILCE.

+ Java agent WAoo 2 &£A ALE 75 ELILCE.

scavenger
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2.1 Scavenger O|2 Sos

1. scavenger agent, 88 L1 &7H demo.jar &

IEEEP ~/scavenger-demo KR!
total 54624
-rw-r--r--@ 1 taeyeon staff 17645868 1 16 01:40 demo.jar
-rw-r--r--@ 1 taeyeon staff 10313476 1 16 00:15 scavenger-agent.jar
-rw-r--r--@ 1 taeyeon staff 202 2 23 14:49 scavenger.conf

taeyeon java -Dscavenger.configuration=scavenger.conf -javaagent:scavenger-agent.jar -jar demo.jar
2 23, 2023 6:24:59 @<= com.navercorp.scavenger.javaagent.ScavengerAgent premaln
A H: [scavenger] scavenger agent version 1.0.2 is starting...
28 23, 2023 6:24:59 @<= com.navercorp.scavenger.javaagent.util.ConfigUtils locateConfigFile
A H: [scavenger] config file found explicitly: scavenger.conf



NAVER

2.1 Scavenger H| & DEViEw

2. Scavenger HiLH2} &H agent 28 =1 =0l

agent version :: 1.0.2
config location :: /Users/taeyeon/scavenger-demo/scavenger.conf
apl key :: f@c7c708-388e-4538-a45e-93clabe9e76e
server url :: http://localhost:9090
app name :: demo
app version :: unspecified
environment :: <default>
package :: com.example.scavengerdemo
method visibility :: protected
exclude constructors :: false
exclude setters, getters :: false
hostname :: AL01978856. local
async code base scan mode :: false
legacy compatibility mode :: false
force interval seconds :: 10
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2.1 Scavenger H|&2

el

3.agent7t AZstHIME 2 = LHFO| CHer 21 =240l

22 23, 2023 6:25:
A H: [scavenger]
2E 23, 2023 6:25:
A H: [scavenger]
22 23, 2023 6:25:
A H: [scavenger]
2E 23, 2023 6:25:
A H: [scavenger]
22 23, 2023 6:25:
A H: [scavenger]
2El 23, 2023 6:25:
A H: [scavenger]

-~ M1 ~ o~

05 @<= com.navercorp.scavenger.javaagent.collecting.CodeBaseScanner scanMethods
com.example.scavengerdemo.DemoApplication() 1s scanned

05 @<= com.navercorp.scavenger.javaagent.collecting.CodeBaseScanner scanMethods
com.example.scavengerdemo.DemoApplication.main(java.lang.String[]) is scanned

05 @<= com.navercorp.scavenger.javaagent.collecting.CodeBaseScanner scanMethods
com.example.scavengerdemo.DemoApplication.invoke() 1s scanned

05 @<= com.navercorp.scavenger.javaagent.collecting.CodeBaseScanner scanMethods
com.example.scavengerdemo.DemoApplication.notInvoke() 1s scanned

05 @<= com.navercorp.scavenger.javaagent.collecting.CodeBaseScanner scanMethods
com.example.scavengerdemo.DemoApplication.success() 1s scanned

05 @<= com.navercorp.scavenger.javaagent.collecting.CodeBaseScanner scan
codebase(3a4bea3073be189a21decabc4809df793062089403e5d7fe5ba53e239b55f957) scanned in 353 ms: 5 methods

et ata e ”~ -~ -

2023-02-23 18:49:00.593
2023-02-23 18:49:00.599

INFO 22996 --- [
INFO 22996 --- [

main] o.s.b.w.embedded.tomcat.TomcatWebServer
main] c.example.scavengerdemo.DemoApplication

: Tomcat started on port(s): 8080 (http) with context path '’
: Started DemoApplication in 0.93 seconds (JVM running for 6.848)

2023-02-23 18:49:09.508 INFO 22996 --- [enger scheduler] c.n.s.javaagent.publishing.Publisher : [scavenger] polling dynamic config

2023-02-23 18:49:09.514 INFO 22996 --- [enger scheduler] c.n.s.javaagent.publishing.Publisher : [scavenger] trying to resolve collector url by accessing http://localhost:90
90/javaagent/v5/initConfig

2023-02-23 18:49:09.965 INFO 22996 --- [enger scheduler] c.n.s.javaagent.publishing.Publisher : [scavenger] resolved collector url is localhost:9090

2023-02-23 18:49:09.966 INFO 22996 --- [enger scheduler] c.n.s.javaagent.publishing.GrpcClient : [scavenaer] creatina new arpc client. host is localhost:9090

2023-02-23 18:49:10.419 INFO 22996 --- [enger scheduler] c.n.s.javaagent.publishing.Publisher : [scavenger] publishing codebase: 5 methods

2023-02-23 18:49:10.433 INFO 22996 --- [enger scheduler] c.n.s.javaagent.publishing.Publisher : [scavenger] codebase published

2023-02-23 18:49:10.447 INFO 22996 --- [enger scheduler] c.n.s.javaagent.publishing.Publisher : [scavenger] publishing invocation data: 2 invocations

2023-02-23 18:49:10.460 INFO 22996 --- [enger scheduler] c.n.s.javaagent.publishing.Publisher : [scavenger] invocation data published
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4. Dead Code 4= 2ol Scavenger Ul &

Scavenger

Dead Code Analysis Tool
7 '—" .j/
" - ’/ ,

CEES: [ENES




2.1 Scavenger L2

#7144 7hs

5. 23 OIE= UItIA

SCAVENGER > @demo~

W CHAEE

0|5

A HAE

oiE2l#o]d +

4y my

AECg

AL01978856.local

Scavenger A4 I}

o A

Ofo]HE 4
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2.1Scavenger H|& So2s

6. =3 AT 02 == L4

SCAVENGER > P demo~

of=2|7|o]4 I3t o7 |2 2| 7|2t

o Data



=t

com.example.scavengerdemo 5, 40%

- '€ DemoApplication 5, 40%

DTZ=NE MY Ex

AlL|# (5) OrR|9 S5 At
c.e.s.DemoApplication.DemoApplication() 2023.02.23 18:48
c.e.s.DemoApplication.invoke()
c.e.s.DemoApplication.main(String|[]) 2023.02.23 18:48
c.e.s.DemoApplication.notinvoke()

c.e.s.DemoApplication.success()

HIME AIDLINRt 2= KR

com.example.scavengerdemo.DemoApplication (8#

notinvoke()

HAME

success()

NAVER
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8. APl 2% 3 invoke(), success() 2= 212 Q|of AHAF RHAHA

taeyeon JEBP curl http://localhost:8080/invoke

successg

2023-02-23 19:11:46.823 INFO 22996 --- [nio-8080-exec-1] c.n.s.j.collecting.InvocationTracker : [scavenger] method public java.lang.String com.example.scavengerdemo.DemoApp
lication.invoke() is invoked - 8038a7a50305c764f075340b8b558041

2023-02-23 19:11:46.824 INFO 22996 --- [nio-8080-exec-1] c.n.s.j.collecting.InvocationTracker : [scavenger] method public java.lang.String com.example.scavengerdemo.DemoApp
lication.success() is invoked - 97573a6059fd3c39774207bd8e65bdc3

2023-02-23 19:11:49.503 INFO 22996 --- [enger scheduler] c.n.s.javaagent.publishing.Publisher : [scavenger] pollina dvnamic confiag

2023-02-23 19:11:49.543 INFO 22996 --- [enger scheduler] c.n.s.javaagent.publishing.Publisher : [scavenger] publishing invocation data: 2 invocations

2023-02-23 19:11:49.547 1INFO 22996 --- [enger scheduler] c.n.s.javaagent.publishing.Publisher : [scavenger] 1nvocation data published

AL com.example.scavengerdemo.DemoApplication (#®

[—]- com.example.scavengerdemo 5, 40%

- '€ DemoApplication 5, 40%

invoke() notinvoke() success()
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cavenger H|&2

. TN ot ALHLFUIA invoke(), success() 2= =9l

com.example.scavengerdemo.DemoApplication (8@

[=]- com.example.scavengerdemo

- '€ DemoApplication

AL (5)
c.e.s.DemoApplication.DemoApplication()
c.e.s.DemoApplication.invoke()
c.e.s.DemoApplication.main(String|[])
c.e.s.DemoApplication.notinvoke()

c.e.s.DemoApplication.success()

notinvoke()

OpR|S} B2 A2t

2023.02.23 18:48

2023.02.23 18:48

2023.02.23 19:11

100 %%

I UV /0
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10. Dead Code?! notinvoke() A
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H

scavenger

* Codekvastts LEAA E1E 7|HIOZ 7 A|ZE)
- olO|0|ILI 22 MEjH HASES £
A

+ XA N, =21, H|0|H O], Al2]

216t= Scavenger?| EHH
2 |0l §2A!... 2F 800{7H2| AH|ANIA ALE &

O|ArE E|O|S 2= A #14075 #14478

merged 17 commits into from (5] on 14 Jul 2022

L)) Conversation 5 -0- Commits (17 ] Checks (0 Files changed (81 +28 -3,611 EENEE
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scavenger

+ S 2™ 2T HERIE R

—
+ Y==K L ZHAL ESS ofK| B AIEA ZESE S

+ H2, MySQL, Cloud Native 32| 24t DB A|AHIQl Vitess= Databasez A&

« O{LHIO|HE 7|2 =M EHY 273, 438X HIe| 7] & 02 HO| 7| 7t
+ 36 LHGIET FXA| RS (2 312t 27712 HIMET} Q= Ch U0l MHIAS CH4oR &3
- Javaagent & Al £7[ 13| HH| HINEE AZHSH=0| 8.7s (AH0| Li2} 7HM J}Hs)

« MIAE gtH o= Al 30ns



2.2 Scavenger
v | scavenger

JVM 718 Y3 (Java, Kotlin)2t X| 2l
+ Python2 $IXH HIEH F, 1 Q| CIA3H 0101 X|2 0 -
Java agent= Maven Central¥llA CIR2EE 7Hs

NAVER
DEVIEW
2023

» https://repol.maven.org/maven2/com/navercorp/scavenger/scavenger-agent-java/{VERSION}/

scavenger-agent-java-{VERSION}.jar
Python agent= pip£ 2X| 7t's

* pip install scavenger-agent-python

GitHub Repository releaseZ Soll Collector, AP
* https://github.com/naver/scavenger/releases

=1
=L &l

Ol AFE 7t
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2.3 Scavenger & H|A| 2023

e\ Java  Kotlin
Dead Code 8= ME2 AHHE LE A QAT A| 7|SsE HIAE
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2.4 Scavenger O7|EllA] 2025

JVM /HOST

gRPCZE
Codebase,

Invocation 211

7 |E

Codebase
Scargnlng

Data Write ™. ~  DataRead

Instrumpntatlon

\ \
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Codebase Agent

- FHYHME S50t 23 8

=
[a)

- HIME O|E, parameter/return Ef&
Codebase &

Invocation Data
Invocation Data

- SEEIHAE SE1 23 A

Collector






o3t WY JIES 501 25 Y
= = omH £5E &

packages=com.example.demo
annotations=0org.springframework.web.bind.annotation.Controller
additionalPackages=com.example.demo.additional
methoc

excl
excl

uc

uc

Visibility=protected
eConstructors=true
eGetterSetter=true

NAVER
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2023
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- AHF Z= 342 02t 20| 3otz 8 AN =2 =%

> javac Hello.java

> 1s

Hello.class Hello. java
> java Hello

Hello, world!



- 2 SSEl=0ES &THERA OIZ A ‘SRALE

public class Test %
public int test(int a) {
return a + a;

Test.java

javac
—

> xxd Test.class

060600600
060600610:
060600620
06060630
060600640
06060650
060600660
060600670
060600680
06060690
060600620
060600600 :
0606006c0:
060600640
0606006e0:

cafe
Boo4
616e
6974
6573
6b4e
6573
1263
6176
6100
6160
Beeo
Bea1
1b1b
Beeo

babe
Bcho
6/2f
3e01
1401
756d
1401
6546
6160
8560
5151515
BeeBo6
51515F
66ac
Bee63

Beeo
8500
4162
86063
Be0B4
6265
Bo0B4
696¢
2100
8600
Bh2a
Bea1
Beeo
Bee6o
Bea1

Be3h
8601
6abb
2829
436f
1254
2849
6501
87060
61600
h760
66060
BB1c
6001
Bead

Test.class

060 f
0616
6374
5607
6465
6162
2949
0609
0200
0900
81b1
0601
0602
060a
0600

Babo
6ab61
6160
Beo8
8160
6c65
6160
Hh465
Bee6o
Beeo
B6e6o
0001
Bee6?2
Bee6o
Bee?2

8200
1661
B63c
8160
Bf4c
6160
Bab3
1374
Bee6o
1d60
Bea1
Beedh
Beeo
Bee6
BB0e

NAVER

DEVIEW

2023
e javal/l
ang/Object...<in
it>...QV...... T

est...Code...Lin
eNumberTable...t

est...(I)I...Sou
rcefFile...Test.]
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3.4 S{A OIE X DeViEw

- 0] 2L Orze| 2= AHHF 2H0] SAEI0 AUS!

4.1. The ClassFile Structure

A class file consists of a single ClassFile structure:

ClassFile {
u4 magic;
u2 minor version;
u2 major version;
u2 constant pool count;
constant pool[constant pool count-1];
u2 access flags;
u2 this class;
u2 super class;
u2 interfaces count;
u2 interfaces[interfaces count];
u2 fields count;
field info fields[fields count];
u2 methods count;
method info methods[methods count];
u2 attributes count;
attribute info attributes[attributes count];

https://docs.oracle.com/javase/specs/jvms/se19/html/jvms-4.html#jvms-4.1
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3.4 A 01 X DEViEw

- 2N SciA TFEUHIM HIAME SES AT 5ol 2Xl

4.1. The ClassFile Structure

A class file consists of a single ClassFile structure:

ClassFile {
u4 magic;
u2 minor version;
u2 major version;
u2 constant pool count;
constant pool[constant pool count-1];
u2 access flags;
u2 this class;
u2 super class;
u2 interfaces count;
u2 interfaces[interfaces count];
u2 fields count;
field info fields[fields count];
uz2 methods count;
method info methods [methods count];
u2 attributes count;
attribute info attributes[attributes count];

https://docs.oracle.com/javase/specs/jvms/se19/html/jvms-4.htmli#jvms-4.1



3.4 A OIYE X

> xxd Test.class

060600060 :
06006010
06006020
06060030 :
06000040
06060050
06060060 :
06000608 /0
06000080 :
06006090
0B06B0van :
060600ho :
060600Cco
060600d0
060600e0

cafe
BB04
616e
6974
6573
6b4e
6573
1263
6176
81006
81060
Beoo
Be01
1b1b
Beoo

babe
Bchob
6/2f
3e01
1401
/56d
1401
6546
6100
8500
BBoo
BBB6
Bee9
60ac
Bee3

Beoo
8500
4162
Bee3
BB04
6265
Be04
696¢
21060
8600
Bh2a
Beo1
Beoo
Beoo
Beo1

Be3b
8601
6abb
2829
436f
1254
2849
6501
87060
8160
h/60
51515]%
Be1c
8601
Beed

beat
8610
6374
5607
6465
6162
2949
Bee9
8260
8960
B1bT
Boo
86?2
Bb0Ba
Bbeo

Babo
6ab6]
81006
BB63
810606
6¢c65
81006
H465
Beoo
Beoo
Beoo
Beo1
BBB2
Beoo
86062

8200
1661
B63c
8160
Bf4c
81606
Bab3
1374
Beoo
1d606
Be01
BeBb
Beoo
BBB6
BBBe

.......... java/l
ang/0Object...<in
it>...QV...... T

est...Code...L1in
eNumberTable...t

est...(I)I...Sou
rceFile...Test.]

NAVER
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3.4 SelA OIY AX DEIEw
> xxd Test.class
0B0BARB: cafe bhabe 0600 0B3b BBOF 6200 6200 6387 ....... FUT
000000 10: 6004 BcBB B560 B6B1 BB18 6ab61 7661 2f6Cc .ovoo.. ... java/l
00600020 ang/Object...<in
60006060630 it>...OV...... T
86000040 est...Code...Lin
086600050 : eNumberTable...t
00000860 : est...(I)I...Sou
006000 /0 rceFile...Test.]
B0006BB80 1
600066906: 6166 . 89600 _ 61006
000000ad: 6100 66BO B52a b766 B1b1 0OBB 0BBB1 BBBa ..... X e,
000006b0: 0000 BBB6 DBB1 DBBB 0661 BB01 6OBb BBBCc .......ccvv.....
600666cH: 6001 BB-__ ................
60006606d0 _ ...............

08 6602 B60e

606006e0: BBO6 6663 8801 06



NAVER
DEVIEW
2023

3.4 A OIYE X

> xxd Test.class

060600060
86060010
06060020 :
86060030 :
06060040 :
06060050 :
06060660 :
860600 /0
06060030
86060090 :
B60b00ban :
860600b0 :
860600co
060606do :
060600e0

cafe
BB04
616e
6974
6573
6b4e
6573
1263
6176
8160
81060
51515]%
Bee61
1b1b
51515]%

babe
Bchob
6/2f
3e01
1401
/56d
1401
6546
6100
8500
Beoo
BBo6
Bee9
60ac
Bee3

Beoo
8500
4162
Bee3
8BB4
6265
8BB4
696¢
2100
0600
Bh2a

Be3b
060
6abb
2329
436
1254
2849
650
8760
01006
b7060

beat
8610
6374
5607
6465
6162
2949
Bee9
8200
0900
B1b

Babo
6ab61
8160
BBB3
8160
6¢c65
8160
Hh465
5151514
Bee6o
5151515

1001 Nethods”’
BOB6 001c B6B2 0062

0boo 6001 BBBa 6O6O
vbe1 B6ad 06O BBB2

8200
1661
B63c
81606
Bf4c
81606
Bab3
1374
Beoo
1d66
0e061
5151%]e
51515]%
BB0B6
BB0Be

ang/0Object...<in
it>...0V...... T
est...Code...Lin
eNumberTable...t

est...(I)I...Sou
rceFile...Test.]
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060606cH:
060600d0
060600e0

01

bead

3.4 SelA OIY AX DEIEw

> xxd Test.class

000BBBB0: cafe habe 00BB BB3h DBBf DabBB 62068 8367 ....... e
000000 10: 0DB4 OcBo D500 B6B1 BB18 6abl 7661 2f6C .ovn..... java/l
00000020: 616e 672f 4f62 6abb 6374 81088 B63c 696e ang/Object...<in
0000B030: 6974 3eB1 BOB3 2829 5607 BBO8 8108 0454 it>...()V...... T
0000BB0B40: 6573 74081 BBB4 436T 6465 0108 Bf4c 696e est...Code...Lin
000BBB50: 654e 756d 6265 7254 6162 6¢65 01608 B474 eNumberTable...t
0000BB6B: 6573 74081 BOB4 2849 2949 8108 Bab3 6f75 est...(I)I...Sou
0BOBOB70: 7263 6546 696c 6501 BOB9 5465 7374 2eba rcefFile...Test.]
0000B0B8B: 6176 6100 2100 0760 0200 0BOO BBBO 6208 ava.!...........
000066090 :

0000B0an:

000666h0o
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3.4 A OIYE X

> xxd Test.class

060600060 :
06060010
06060020 :
06060030 :
06060040 :
06060050 :
06060060 :
060600 /0:
06060030 :
06060090 :
060600a0 :
860600h0o :

cafe
0004
616e
6974
6573
6b4e
6573
1263
6176
8160
81606
Beoo

babe
BcBo
6/2f
3e01
1401
7156d
1401
6546
6100
8500
Beoo
BBo6

5151514
85060
462
86063
Be0B4
6265
Be0B4
696¢
21060
8660
Bb2a
Beea1

Be3b
0601
6a6d
2329
436
1254
2849
650
07006
0106
b70606
0o

beat
0616
6374
5607
6465
6162
2949
Bee9
0200
0906
B1b1
0601

Babo
6ab]
8160
BBB3
8160
6¢c65
8160
Hh465
5151514
5151514
51515]%
Bea"

82060
1661
B63c
8160
Bf4c
8160
Bab3
1374
5151514
1d60
Be0o1
Beeb

ang/0Object...<in
it>...0V...... T
est...Code...Lin
eNumberTable...t

est...(I)I...Sou
rcefFile...Test.]

860600co
060600d0
060600e0 :

bea1 6o
01 660d 6006 6062 BB6e
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> xxd Test.class
00000000: cafe babe 0000 BB3b

00000010: 0004 OcBo BH00 B6B1 BB10 6abl 7661 2f6c ...o.o..... java/l
00000020 ang/Object...<in
86606030 it>...OV...... T
086000040 : est...Code...Lin
086600050 : eNumberTable...t
00000860 : est...(I)I...Sou
B006Bra /0 rcefFile...Test.]
86600030 2100 8/6006 6200 006G BBBB 620606 ava.!...........
BBBBBB96: 6160 65600 0600 B0100 0900 0BBO 1dBO B160 ................
B00000a0: 0100 0066 B52a b7600 B1b1 0006 6BB1 BBBa ..... K e

060606hE: 00B0 0BB6 BOB1 0BOB 6061 BBAT BBBb BBBc ................
060606cH: 00071 0009 60O BB1c 6062 0BO2 BBBO BBB4 ................
0660BBdB: 1b1b 6Bac 0606 0BB1 0BBa 60BO BBB6 BBOT .. .............
0600006el: 0000 00O3 60B1 0BOd 6060 BBB2 BBBe ..............
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> xxd Test.class
p00pBBBB: cafe bhabe 0000 BB3h DOBf Babb 620606 8387 ....... e
000000 10: DBB4 BcoB BH00 B6BT BB18 6abl 7661 2f6c .ov... ... java/l
0000B020: 616e 672f 462 6abh 6374 8180 B63c 696e ang/Object...<in
00000BB30: 6974 3e01 0BB3 2829 5607 0BO8 01680 B454 it>...()V...... T

B0BBB046: 6573 7401 0004 436T 6465 8100 Bf4c 696e est...Code...Lin
000600058 : 6b4e /56d 6265 7254 6162 6¢65 8168 B47/4 eNumberTable...t
0000B0608: 6573 6£75 estheelDI. . .Sou
BobBra/0: /263 2eba rcefFile...Test.]
00BroB3a: 6176 6160 2106 B760 0
0060B009%6: 6100 6500 0606 01668 0960 8166  ........ ... .. ...
B0BBB0a0: 6100 BBBB B52a b766 B1bT
0060B00bo: 6000 0006 0061 00BB 0661 66071 BBBb BBBc ................
00BBB0dca: 00081 BBO9 V0BG 0B1c 0002 B0BB2 BBBB BBB4 ................
000006ade: 1b1b 6Bac 0000 00B1 B0O0a BBOO BBB6 BBBT .. .............
000000ed: 0000 0003 0061 066Bd 6600 6002 BBBe ..............
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....... e

.......... java/l

ang/0Object...<in

it>...0OV...... T

public class Test { 2;E$Bég$:§ié‘L12

public Bl test (B a) { est. .. (DI .é(.)u

) IR rceFile...Test.]

ava.!...........
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public class Hello {

static {

System.out.println("Hello, world!");

5

5

static 1=0| &
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JAR / WARQ| Z20|l= TR O S o5 NI LIRS T

if (file.getName().endsWith(".class") && containsPackageNameInPath(file.getName(), File.separator)) {
byte[] bytes = readAllBytes(stream);
if (isMagicValid(bytes)) {
ClassNode node = getNode(bytes);
if (filterClass(node)) {
classes.add(node);

}

}
} else if (file.getName().endsWith(".jar") || file.getName().endsWith(".war")) {

JarInputStream innerStream = new JarInputStream(stream);
classes.addAll(scanClasses(innerStream));

}
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Class Loader

Java Compller f
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public class Test { public class Test {
public int test(int a) { public int test(int a) {
return a + a; — return a * a;
} }
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> xxd Test.class

00BBB0bBa: cafe babe 006G BB3b B0Af BabB 0200 0367 ....... e
00BBB016: 6004 BcOB B500 0661 6610 6a61 /661 2f6c .......... java/l
0000B020: 616e 672f 462 6abh 6374 8180 B63c 696e ang/Object...<in
00000B30: 6974 3eB1 6003 2829 56087 06608 0160 8454 it>...()V...... T
B0BBB046: 6573 7401 0004 436f 6465 08100 Bf4c 696e est...Code...Lin
B0BBB0O5B: 6b4e /56d 6265 7254 6162 6c65 8168 B4/74 eNumberTable...t
00B00B60: 6573 74081 BB04 2849 2949 8108 0ab3 6f75 est...(I)I...Sou
BobBBa/0: /263 6546 696C 65081 BBB9 5465 /374 2eba rcefFile...Test.]
B0BBBB3aB: 61/6 6100 2100 B/00 6200 BBOO BBBB 020606 ava.!...........
0060BB09%6: 6100 6500 0606 0160 0900 BBBO 1d66 8166 ................
00BBB0ad: 6100 BBBB B52a b/660 B1b1 6BBO 6001 BBBa ..... e
B0B0BB0bo: 0000 BBO6 0061 00BO 0661 66071 BBBb BB6Bc ................
006BB0cH: 6001 BBO9 V0BG BB1c 002 6002 BBBG BBB4 ................
006eB0dda: 1b1b 6Bac 006G 0BB1 0BBa BBBO BBB6 BBB1 .. .............
000000ed: 0000 0003 0061 066Bd 6600 6002 BBBe ..............
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> xxd Test.class

B00BB0Ba: cafe babe 000G BB3b 0BBf Babd 6208 8367 ....... e
B00BB010: 0004 BcBO BH008 0661 0610 6ab1 7661 2f6c .......... java/l
00000020: 616e 672f 462 babd 6374 8180 B63c 696e ang/Object...<in
000006830: 6974 3eB1 8003 2829 5687 80088 08100 0454 it>...()V...... T
00000040 : 6573 74071 0004 436T 6465 6100 Bf4c 696e est...Code...Lin
B00BB0B50: 654e 756d 6265 7254 6162 6¢65 8100 B474 eNumberTable...t
00B00B60: 6573 7481 8004 2849 2949 8108 Bab3 6f75 est...(I)I...Sou
Bo0Bea/0: 7263 6546 696Cc 6501 BBB9 5465 /374 2eba rcefFile...Test.]
B00BBo8AB: 61/6 6100 2100 B/60 0200 BBOO BBBB 82686 ava.!...........
B000BB09%6: 6100 BH00 0600 B166 0900 BBBO 1d66 8166 ................
B00B00a0: 0100 BBBB B52a b7/66 B1b1 6BOO 6001 BBBa ..... K e,
B006000ba: 0000 BBB6 BOB1 0066

B06600Cco :

B06600dae :

060600e0 :

01

bead
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> xxd Test.class

B000BB0oBa: cafe babe 006G BB3b BBAf BabB 0200 0367 ....... e
B000BB016: 6004 BcOB BH00 0661 6610 6a61 /661 2f6c .......... java/l
0000B020: 616e 672f 462 babd 6374 8180 B63c 696e ang/Object...<in
00000030: 6974 3e01 0083 2829 5687 0BBO8 0180 B454 it>...()V...... T
B000BBB40: 6573 74071 0004 436f 6465 0100 Bf4c 696e est...Code...Lin
B00BBB5B: 654e /H56d 6265 7254 6162 6¢65 8108 B474 eNumberTable...t
00000060: 6573 7401 0084 2849 2949 8108 0ab3 6f75 est...(I)I...Sou
B00BBB/0: 7263 6546 696C 6501 BBB9 5465 /374 2eb6a rcefFile...Test.]
B00BBB8AB: 61/6 6100 2100 B/06 0200 BBOO BBBB 82006 ava.!...........
B000BB09%6: 6100 BH00 0600 B166 0900 BBBO 1d66 8166 ................
B000BB0a0: 6100 BBBB B52a b/66 B1b1 60BO 6001 BBBa ..... e
B00000bo: 0000 BB06 0001 0066 0661 66071 0BBb BBBc ................
B066B0ca: 60O 09—92 Boge 6BeB4 ................
000000d0: 1b1b 60ac BB6BB 0661 06Ba 89_ ...............
B006000e0 : _91 Bo6d 0666 6BB2 BBBe ..............
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> xxd Test.class

00BBB0bBa: cafe babe 006G BB3b B0Af BabB 0200 0367 ....... e
00BBB016: 6004 BcOB B500 0661 6610 6a61 /661 2f6c .......... VEVETR!
0000B020: 616e 672f 462 6abh 6374 8180 B63c 696e ang/Object...<in
00000030: 6974 3e01 0083 2829 56087 0808 0188 B454 it>...()V...... T
B0BBB046: 6573 7401 0004 436f 6465 08100 Bf4c 696e est...Code...Lin
B0BBB0O5B: 6b4e /56d 6265 7254 6162 6c65 8168 B4/74 eNumberTable...t
00B00B60: 6573 74081 BB04 2849 2949 8108 0ab3 6f75 est...(I)I...Sou
BobBBa/0: /263 6546 696C 65081 BBB9 5465 /374 2eba rcefFile...Test.]
B0BBBB3aB: 61/6 6100 2100 B/00 6200 BBOO BBBB 020606 ava.!...........
0060BB09%6: 6100 6500 0606 0160 0900 BBBO 1d66 8166 ................
00BBB0ad: 6100 BBBB B52a b/660 B1b1 6BBO 6001 BBBa ..... e
B0B0BB0bo: 0000 BBO6 0061 00BO 0661 66071 BBBb BB6Bc ................
006BB0cH: 6001 BBO9 V0BG BB1c 002 6002 BBBG BBB4 ................
0600Bada: 1blb 6Bac 0000 0061 BOBa 600G BBB6 BBBT .. .............
000000ed: 0000 0003 0061 066Bd 6600 6002 BBBe ..............
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public class Test { 1b 1load_1

public int test(int a) { .
return a + a; 1o 1load_T

¥ 60 iadd

} ac ireturn



NAVER
DEVIEW
2023

1b 1load_1 public class Test {
- public int test(int a) {
10 lload_f return a * a;
68 imul }
$

ac ireturn
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> xxd Test.class

B00BBoBa: cafe babe 000G BO3b 0BG BabBd 6200 8367 ....... e
B00BB010: 0004 BcBO BH008 B661 0618 6ab1 7661 2f6c .......... java/l
0000B020: 616e 672f 4T62 6abb 6374 0180 B863c 696e ang/0bject...<in
00000B30: 6974 3eB1 8003 2829 5687 60088 81008 0454 it>...()V...... T
00000040 : 65/3 74871 0004 436T 6465 0100 Bf4c 696e est...Code...Lin
B0BBBB5A: 654e 756d 6265 7254 6162 6¢65 6100 B474 eNumberTable...t
00B00B60: 6573 7481 8004 2849 2949 8168 Bab3 6f75 est...(I)I...Sou
Bo0BBB/0: 7263 6546 696C 6501 BBB9 5465 /374 2eba rcefFile...Test.]
B0BBBO8AB: 61/6 6100 2100 B/00 0200 00O BBBO 62086 ava.!...........
B06BB09%6: 0100 BH00 0606 B160 0960 66BBO 1dBB 6166 ................
B000B00a0: 0100 BBBO B52a b/66 B1b1 0000 66BBT BBBa ..... Y 000000
B000BB0bo: 0000 BB06 BBOT V0BG 0661 6661 B6BBb BBBc ................
B060BB0co: 0001 BBO9 BBOB BO1c 0BB2 BBB2 BBBO BBB4 ................
BoBerada: Tblb 6Zac 000G 0B0B1 0BBa 6660 B6BB6 6BB1 ..h.............
000000ed: 0000 00BO3 0001 00Bd 06O 6602 BBBa ..............
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0BoBeada: 1hblb 6Bac 0B0BOBdB: 1b1b 68ac
0B0000e0: 6060 0003 0B00B00Be0: 0000 0003
> java Main 1 > java Main 1

2 l
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public static void premain(String

public static void agentmain(String




NAVER

3.13 Instrumentation DEVIEW

- oy 2 Eoll transformerE < 2 QIC

Module java.instrument
Package java.lang.instrument

Interface Instrumentation

public interface Instrumentation

This class provides services needed to instrument Java programming language code. Instrumentation is the addition of byte-codes to methods for the purpose of
gathering data to be utilized by tools. Since the changes are purely additive, these tools do not modify application state or behavior. Examples of such benign tools
include monitoring agents, profilers, coverage analyzers, and event loggers.

There are two ways to obtain an instance of the Instrumentation interface:
1. When a JVM is launched in a way that indicates an agent class. In that case an Instrumentation instance is passed to the premain method of the agent class.

2. When a JVM provides a mechanism to start agents sometime after the JVM is launched. In that case an Instrumentation instance is passed to the agentmain
method of the agent code.

These mechanisms are described in the package specification.
Once an agent acquires an Instrumentation instance, the agent may call methods on the instance at any time.

Since:

1.5

Method Summary

All Methods Instance Methods Abstract Methods

Modifier Method Description
and Type

void addTransformer(ClassFileTransformer transformer) Registers the supplied transformer.

void addTransformer (ClassFileTransformer transformer, boolean canRetransform) Registers the supplied transformer.

https://docs.oracle.com/en/java/javase/19/docs/api/java.instrument/java/lang/instrument/Instrumentation.html
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fun premain(args: String?, inst: Instrumentation) {
inst.addTransformer(
object : ClassFileTransformer {
override fun transform(
loader: ClasslLoader?,
className: String?,
classBeginRedefined: Class<*>?,
protectionDomain: ProtectionDomain?,
classFileBuffer: ByteArray?
): ByteArray {
if (className == "Test" && classFileBuffer != null) {
classFileBuffer[210] = Bx68
return classFileBuffer

}

return super.transform(loader, className, classBeginRe
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classFileBuffer[210] = Bx68
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00B0BBdB: 1b1b 6Bac 0BeBBOdo: 1b1b 68ac
000000Be0: 0000 0603 0000000 : 0000 06003
> java Main 1 > java Main 1
2 1

classFileBuffer[218] = Bx68
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> java Main 1

2

> java -javaagent:agent.jar Main 1
1
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Scavenger0lAl= Byte BuddyZt= 210|E212]| & 0|20t BCIE %It

Learn Develop API

Welcome,
I'm vour Byte Buddy!

Byte Buddy is a code generation and
manipulation library for creating and modifying
Java classes during the runtime of a Java
application and without the help of a compller.
Other than the code gensration utilities that ship
with the Java Class Library, Byte Budady allovvs
the creation of arbitrary classes and is not Imited
to implementing interfaces for the creation of
runtime proxies. Furthermore, Byte Buday offers
a convenient AP for changing classes either
manually, using a Java agent or during a build.

https://bytebuddy.net
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AgentBuilder transform = new AgentBuilder.Default(new ByteBuddy().with(TypeValidation.DISABLED))
.type(matcherBuilder.buildClassMatcher())
.transform((builder, typeDescription, classlLoader, module) ->
builder.visit(advice.on(matcherBuilder.buildMethodMatcher(typeDescription)))
);

@Advice.OnMethodEnter

public static void onInvocation(@Advice.Origin String signature) {
String hash = getMethodRegistry().getHash(signature, islLegacyCompatibilityMode());
getInvocationRegistry().register(hash);
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Codebase Codebase

methodA()
methodB()
methodC() methodC()

4 4

methodA()
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private static String calculateFingerprint(Config config, List<Method> methods) {
MessageDigest md = MessageDigest.getInstance( algorithm: "SHA-256");
md.update(config.getCodeBase().toString() .getBytes(UTF_8));
md.update(config.getPackages().toString().getBytes(UTF_8));
md.update(config.getExcludePackages().toString().getBytes(UTF_8));
md.update(config.getAdditionalPackages().toString().getBytes(UTF_8));
md.update(config.getAnnotations().toString().getBytes(UTF_8));
md.update(config.getMethodVisibility().toString().getBytes(UTF_8));
md.update((byte) (config.isExcludeConstructors() ? 1 : 8));
md.update((byte) (config.isExcludeGetterSetter() ? 1 : 8));
md.update((byte) (config.isLegacyCompatibilityMode() ? 1 : 0));

md.update(longToBytes(methods.size()));
for (Method each : methods) {
md.update(each.getSignature() .getBytes(UTF_8));

}

return String.format("%x", new BigInteger( signum: 1, md.digest()));
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Codebase Codebase
methodA() methodA()
methodB()
methodC() | methodC() |

4 )
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methodA()

methodB() methodC()

methodA() NOT INVOKED
methodB() INVOKED
methodC() INVOKED
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methodA() methodB() methodC()
(QV e e —————————————————>
methodA() methodC()

methodA() INVOKED
methodB() INVOKED
methodC() INVOKED
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B application
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https://github.com/naver/scavenger
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» Scavenger0l 2|of Al OHS2[A|0[/F0| CI2El= 27t USNtL?
- Scavenger?| 2= dE 282 O E2|A0M 2t 25| BEQ| A E 17H2HS AFEotL, oliE Me|E=
O E2[AHI0lMzte| &N 5| SO 2 SEGH7|0| scavenger 8| A A7 O E2[AHI01440| SeF= OK] L

es = LILCE.

* HL JVM HZEE X|&SILIR??
» Java 1.8 / Java 11/ Javal7 IItK|= HIAE st} SLICE.
Java 1.7 2| A2 1 Hl0|ME(scavenger-old-agent-java)E AIEE & JUSLILC.

+ QIEMIO|ARIC 2 Xts ldEl= JPA L OpenFeigns2 A 2lotLIR7

« OIEPZ A= XIRIGHR| X5 LICE JPA LI OpenFeign 2 2% SHAIO|A FSA| 7 BHALE| = 2HAI0| OFL| D,
Spring0| HEIA0| oHE CIEIM|O| AN Proxy £ Hoiot= Ao 2 AHEILICE

HICHZ Scavenger = 2ciA 2 CHAINIA 7 T EJF AYUEILICEScavenger 71 2 EHAIHIA A2
[i= OpenFeignit JPANIA Felot= CIEHI[O|A = O =8 ZES YU SEiA7F RVITHE0, X2[7}
=7ts &LILCL.



